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I mMmM® toOoNYY f+OKFEGs | ONY T A2&01 BHad t1] 2Y0LPR (L f1d Syatl]
'T Lbe¢mourS{Lbd¢tH 202t 1 T LYGSNYySGS( oekfzegymnn Sa
NI&eFStSixz YN3I §1 NBR¥Y! 3821 RNHE RB A $ W

2.2.2. GETVPN MPLS L3 VPN felett
I FStFRIGK2T fSGNB 1SttSGdG K2TyAaA S3& atf{ =+tb
tartalmazo Sy yS1 |1 2y® adhiies & VPMenvaryakd NBY NRdziSNJ o0Y{mX
Ezeken a routeeken EIGRP (AB=fut.! {2y FA3dzN} OAsa fSLIJSasS|T tSNNI al
GSNESRSEYSOHT F YSEt S|t SdoXNy |Y25TAFdeNI KIAGSAFE, | T at

e £ LISG! Lt 1l LIOaztl i St JylNNiGgaS | 5wm S& 5\
DR1#ping 192.168.10.2

Type escape sequence to abort.
Sending 5, 108yte ICMP Echos to 192.168.10.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), rotil min/avg/max = 272/352/436 ms



¢ NF OSNRdziS aSaINGASISASED N6V AR Bt SV OK2ABRIA YR ¥E
hez:
DR1#traceroute 192.168.10.2

Type escape sequence to abort.
Tracing tke route to 192.168.10.2

110.254.1.1 28 msec 68 msec 36 msec
2 10.1.2.1MPLS: Labels 16/22xp 0] 324 msec 232 msec 260 msec
3 10.254.2.1MPLS: Label 2Exp 0] 140 msec 320 msec 148 msec
4 10.254.2.2 420 msec 308 msec *

DR1#

I GNJ OSNRdziS SNBRYSyesSy f 1 dyKI(ISSNS akd 2038t |2 daiia220vil 3B £ S
router-hez.

I LISt RI | SBUESSNIITEZ dt [t{QoF2NBI NRAy3a Grtofl N3I& ysSi

PE3#sh mpls forwardirgble

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tagor VC or Tunnel Idswitched interface

16 Poptag 10.10.10.1/32 O Fal/0 10.1.3.1

17 Poptag 10.1.1.0/30 0 Fal/0 10.1.3.1
18 Poptag 10.1.2.0/30 0 Fal/0 10.1.3.1
19 17 10.10.10.3/32 O Fal/0 10.1.3.1
20 18 10.10.10.2/32 O Fal/0 10.1.3.1

21 Aggregate 10.254.2.0/30[V] O
22 Untagged 192.168.10.2/32[8954 Fal/l 10.254.2.2
PE3#

+S3AST SGNE | 5ywmf INPAAA YD K293 tHA} Rl awikeredBIR A & (G NA 0 dz

DR1#sh ip eigrp neighbors
IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.34.1.1 Fal/0 11 00:23:57 250 2250 0 5

DR1#

DR1#sh ip route

Codes: Cconnected, Sstatic, R- RIP, M mobile, B- BGP
D- EIGRP, BEEIGRP external, MMSPF, IAOSPF inter area
N1- OSPF NSSA external typ@&2- OSPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2
i -ISIS, su ISIS summary, LAUSIS levell, L2- ISIS levePk
ia - 1ISIS inter area, * candidate default, U per-user static route
0- ODR, P periodic downloaded static route

Gateway of last resort is not set

192.168.10.0/32 is subnetted, 3 subnets
D 192.168.10.2 [90/158720] via 10.254.1.1, 00:23:39, FastEthernet1/0



C 192.168.10.1 is directly connected, Loopback0

D 192.168.10.254 [90/158720] via 10.254.1.1, 00:23:39, FastEthernet1/0
10.0.0.0/30 is subnetted, 3 subnets

D 10.254.0.0 [90/30720] via 10.254.1.1, 00:23:39, FastEthernet1/0

C 10.254.1.0 is directly connected, FastEthernet1/0

D 10.254.2.0 [90/30720] via 10.254.1.1, 00:23:39, FastEthernet1/0

D
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crypto isakmp policy 1

encr aes 256

authentication preshare

group 2

lifetime 60

'T L{!t'Yat Sfta! TFrtiArakz2l alN{as3asSa zalidz2dad GAdG21
crypto isakmp keygiscoaddress 192.168.0.0 255.255.0.0

IPSEC transformsé&tRSFA Y A+ £+ &l Y

crypto ipsec transformset GDOTSET espes 256 esgghahmac

D5hL Lt{9/ LINBFA{S RSTFAYyALTtL ALY

crypto ipsec profile GD@ROFILE
set securityassociation lifetime seconds 1800
set transformset GDOTSET

D5hL LI N} YSOiSNE] STAYALEL ALY

crypto gdoi group GDEBROUP1
identity number 1
server local
rekey retransmit 10 number 2
rekey authentication mypuy rsa rsa_key
rekey transport unicast
saipsec 1
profile GDOIPROFILE
match address ipv4 101
no replay
address ipv4 192.168.10.254



Fontos hogy a klienseken is az identity number 1 legyen (ez a csoport ID}e#AG1S f
azokat a forgalmakat, melyeket a routsr]

STAYAL T G

GAG 1L2aNGrH YA F23yF{1 o

accesdist 101 deny udp any any eq 848

accesdist 101 deny udp any eq 848 any

accesdist 101 deny eig any any

accesdist 101 permit ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255
accesdist 101 permit icmp any 192.168.0.0 0.0.255.255

accesdist 101 permit icmp 192.168.0.0 0.0.255.255 any

Azacko Sy RSye 14 2S8StSydAzr Kz23é& 1 b9 tS3&alSy GAaidlz2
asSy aillrolR GAG12aNGlIYyAD
Akulcsszerve6f f Syl NI Sa s
KS1#sh crypto gdoi ks
Total group members registered to thibox: 2
Key Server Information For Group GIBRIOUP1.:

Group Name : GIEROUP1

Group ldentity 01

Group Members 12

IPSec SA Direction : Both

ACL Configured:

accesdist 101 X

¢CSKt G aArA|1SNBaSy NBIAATONI TG YAYR]1 SO NERdzi SN
938 NBIAAT (NI OXctear yrgp® Yoddii DR1Irotit& i § 8 § 2 NI NBIA &1 G NI OAs

KS1#

*May 12 21:07:55.119:
*May 12 21:07:55.127:
*May 12 21:07:55.139:
*May 12 21:07:55.143:
*May 12 21:07:55.147:
*May 12 21:07:55.151:
*May 12 21:07:55.151:
*May 12 21:07:55.155:
*May 12 21:07:55.159:
*May 12 21:07:55.163:
*May 12 21:07:55.167:
*May 12 21:07:55.175:
*May 12 21:07:55.727:

KS1#

I NBIAAT GNY OAs

GDOI:INFRA:(0:0:N/A:0)imglHEK Policy to the currerg lgroup
GDOI:INFRA:(0:0:N/A:0): Setting unicast rekey for KigK poli
GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0
GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0
GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0
GDOI:INFRA:(0:0:N/A:0): lifetime is 609 semnds
BOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x583103
GDOI:INFRA:(0:0:N/A:0): lifetime is 609%e®mnds
GDOLI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0X&95103
GDONFRA:(0:0:N/A:0): lifetime is 609 seands
GDOLI:INFRA:(0:1006:HW:0:1): Construsipigk:0x5051033
GDOI:INFRA:(0:1006:HW®HQI SA sent successfully by KS
GDOI:IRA:(0:1006:HW:0:1):GDOI KD sent successfully by KS

AA1SNBaSy YS3Idl NISyido

GNS» Iy f SKSG! 8S3 Gy -enicdod=g (] @ NNAdNG BB /SINBBINFARB Y 2
Fraetd +teENG St1x YSteSihi || gANBaKEFN] WidsharR2f yA (d

al:



Mo, - Time Source Destination Protocol  Info

448 570, 304000 10.254.1.2 152.168.10. 2 SP SP (SPI=0xElcdd821)

449 579, 577000 162,168,10.2 10.254.1.2 EZP ESP (SPI=0x8lcdd321)

450 576.669000 10.254.1.°2 152.168.10.2 ESP ESP (SPI=0x81lcddB321)

451 576.930000 192.168.10.2 10.254.1.2 EZP ESP (SPI=0x8lcdd321)

452 577.033000 10,254.1.2 152.168.10.2 ESP ESP (SPI=0x8lcdds2l)

453 577 248000 10.254.1.2 224.0.0.10 EIGRFP e

454 577357000 162,168,10.2 10.254.1.2 EZP ESP (SPI=0x8lcdd321)

455 §77.475000 10.254.1.°2 152.168.10.2 ESP ESP (SPI=0x81lcddB321)

450 577.050000 192.168.10.2 10.254.1.2 EZP ESP (SPI=0x8lcdd821l)

457 577.FBLO0Q  10,254.1.2 152.168.10.2 ESP ESP (SPI=0x8lcdds2l)

458 577, 944000 192 las8.10.2 10 254 1.2 ESP ESP (SPI=0x31lcddB21)
I 1SLBYy 2sfazlCMADER Y IXPI6RO26 9{ 66 NRSleaRRIE | 2
routerk 1~ YSyyS§1] + O0$t ONY FflLltyo ! D9e¢xtb S$38A]

|
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I 1tASya oSttt NGtalY
ISAKMP policgg & 2 a1 (R2SHFIA yiAM GEA1a | Y

crypto isakmp policy 1

encr aes 256

authentication preshare

group 2

lifetime 3600

crypto isakmp key cisco address 192.168.10.254

GDOlkulcda T SNBBSNJ RSFAYyA+ f+ alx S&a | D5hL ONRBLIG2 YIL

crypto gdoi group groupl

identity number 1

server address ipv#92.168.10.254

|

!

crypto map mapgroupl localaddress Loopback0
crypto map mapgroupl 10 gdoi

set group groupl
!

9f f Sy! NI say
DR1#show crypto gdoi gm
Groyp Member Information For Group groupl:
IPSec SA Direction : Both
ACL Received From KS  : gdoi_group_groupl_temp_acl
Reregister
Remaining time 406 secs

223. GEB0. Al APi $-60. 1171 OOAEIT UUOA
I'T Ay dSNYS(NSD-ek redl)iepd2 AzinfermeteNa? iINEISE NL b ¢ v NR dzi SNJ | £ 120
illetve DMVPN_HUBroute] |1 2y 24 adzoySiSy @lryylri1s RS Si ySy
18ttt gAralz2yiaGz YSNI S3e& NRAziSNI ySYy € SKSG S3eal SN
DO9¢+tb FflFL)Y 5a+xthb &aSIHGYRIHSRT el YR GERRITD SNBSNSy
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crypto gdoi group dmvpn
identity number 10
server local
rekey ifetime seconds 300
rekey retransmit 10 number 2
rekey authentication mypubkey rsa rsa_key
rekey transport unicast
saipsec 10
profile GDOPROFILE
match address ipv4 110
no replay
address ipv4 87.229.15.253
LGG GSN¥sSal SiSasSyi YRAINRSPARXGIKA|ABYSKI S3& Y aaj
A 110es acl tartalma:

KS1#sh accesists 110

Extended IP access list 110
10 deny udp any any eq 848
20 deny udp any eq 848 any
30 permit gre any any

KS#
ADMVPN_HUB, redfed2 router] Kl a2y f 5 (Y3 RP? N Inda$HiDRS PR2 routek.
{A1SNBaSy oSNBIAAaTONIEGE]T F Y{m &1 SNISNNB®
e ! Saxtbyl|. NRdZiSN) 12y FAIdNI OAset
B 1St K 2 I-tyExen &rauleentNtiR/s3etver fog (i S NF | C

ADMVPN_HUBroutay f SN
futni. AroutingSNIi 9L Dwt ! {TH TQEI FSEStyAo
interface Tunnel100

description DMVPNEIGRP net

bandwidth 2000

ip address 192.168.20.254 255.255.255.0

no ip redirects

ip mtu 14@

no ip nexthop-self eigrp 2

ip pim nbmamode

ip pim sparsalensemode

ip nhrp map multicast dynamic

ip nhrp networkid 1000

ip nhrp servefonly

ip nhrp cache norauthoritative

no ip splithorizon eigrp 2

no ip mroutecache

tunnel source FastE#rnet1/0



tunnel mode gre multipoint
tunnel key 10000

router eigrp2

network 192.168.20.0

network 192.168.30.0

no autosummary

I ¢dzyy St A WINKEBINGDD wON NS
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interface Tunnell10

ip address 192.168.20.1 255.255.255.0
no ip redirects

ip mtu 1400

ip pim sparsadlensemode

ip multicast ratelimit out 128

ip nhrp map 192.168.20.254 87.229.15.252
ip nhrp map multicast 87.229.15.252

ip nhrp networkid 1000

ip nhrp holdtime 300

ip nhrp nhs 192.168.20.254

ip nhrp registration naunique

ip nhrp cache noauthoritative

tunnel source FastEthernetl/0

tunnel mode gre multipoint

tunnel key 10000

I 1fASYASLSYy Oaiyt f dy
kell, illetve azt ishogy a multicast fa@ I £ Y I @
9fft SYyI NI S&a1Syw¥= i Hawt

DMVPN_HUB#sh ip nhrp
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192.168.20.1/32 via 192.168.20.1, Tunnel100 created 00:48:02, expire 00:03:37

Type: dynamic, Flags: registered

NBMA address: 87.229.30.253
192.168.20.2/32 vid92.168.20.2, Tunnell100 crea
Type: dynamic, Flags: registered

NBMA address: 87.229.25.253
g tsax

[+ 6KFdss K238 |

938 RAYIl YA]dza ( deyfiefeSdDMV

pingeltem red2t.

ted 00:46:54, expire 00:03:49

LJdzo £ A1 dza AL) ONY 1T b. a!

PNE FHBae b uGgalgyRED1 rodbk]

*May 12 22:49:28.051: NHRP: Receive Resolutiqnd®evia Tunnell00 vrf O, patlsize: 72
*May 12 22:49:28.059: NHRP: netid_in §Q0to_us =0
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*May 12 22:49:28.059: NHRP: nhrp_rtlookup yielded Tunnel100

*May 12 22:49:28.063: NHRP: netid_out 1000, netid_in 1000

*May 12 22:49:28.067: NHRP: nhrp_cache_lookup_comp returned 0x66D763EQ0

*May 12 22:49:28.067: NHRP: Forwarding request dwithoritative request.

*May 12 22:49:28.071: NHRP: Attempting to send packet via DEST 192.168.20.2

*May 12 22:49:28.075: NHRP: Encapsulation suegedunnelR addr 87.229.2553

*May 12 22:49:28.079: NHRP: Forwarding Resolution Request via Tunvél@Ofacket size: 92
*May 12 22:49:28.083: src: 192.168.20.254, dst: 192.168.20.2

*May 12 22:49:28.087: NHRP: 92 bytes out Tunnel100

*May 12 22:49:28.355: NHRP: Receive Resolutiqnd®evia Tunnell00 vrf 0, patlsize: 72
*May 12 22:49:28.359: NHRP: netid_in = 1000, to_us =0

*May 12 22:49:28.363: NHRP: nhrp_rtlookup yielded Tunnel100

*May 12 22:49:28.367: NHRP: netid_out 1000, netid_in 1000

*May 12 22:49:28.367: NHRP: nhrp_cache_lookup_comp returned 0x66D762C8

*May 12 22:4:28.371: NHRP: Forwarding request due to authoritative request.

*May 12 22:49:28.375: NHRP: Attempting to send packet via DEST 192.168.20.1

*May 12 22:49:28.379: NHRP: Encapsulation suamkedunnel IP addr 87.229.3622

*May 12 22:49:28.379: NHRP: Rarding Resolution Request via Tunnel100 vrioket size: 92
*May 12 22:49:28.383: src: 192.168.20.254, dst: 192.168.20.1

*May 12 22:49:28.387: NHRP: 92 bytes out Tunnel100

I RAYLlFYA]dza 0 dzy-¢yStl 1F SAKNLN toiS>2 SH3 eNFSRaNS | Y
192.168.20.2/32 via 192.168.20.2, Tunnell0 created 00:01:56, expire 00:03:

Type: dynamic, Flags: router
NBMA address: 87.229.25.253

[t OKFds K23@& | FSEtSLINtG ¢dzyySt RAYFYAldzAaZ Sa o L
Az EIGRP a Tunnel interfadeen kNS a1 G Nf  &ail 2yvyal SRat 324 (141 Gdd oSI1
YALRI GhGogp f SHNBRBRK2T 200 gRANRSFANEl @@e/IR NEGR G NN dzii SN
87.0.0.0/30 is subnetted, 1 subnets
C 87.229.30.252 is directly connected, FastEthernetl/0
192.168.30.0/32 is subnetted, 1 subnets
D 192.168.30.254 [90/310172416] via 11968.20.2, 00:27:31, Tunnell0
C 192.168.20.0/24 is directly connected, Tunnell10
S* 0.0.0.0/0 [1/0] via 87.229.30.254
red1#
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Native routing nem overlay
93eal SNM¥E 12y FAIdzNI OArs
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o0 Ipsec policy download
e DMVPNSE €1 FtYFT @F LJzof A1 dza ONedzellatohhinz Y+ y& FSf S
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- Cisco Expo2004# O& D& IINB&a St
- Implementing Group Domain of Interpretation in a Dynamic Multipoint VPN
- Cisco ECBased Group Encrypted Transport VPN
- Cisco Networkers 2008RKSEB006.pdf BRKSEBD08.pdf BRKSEZ007.pdfSf | | Rt & 2 ]
- HardwareRoutersGeneralCisco GET (Group Encrypted Trangp/PN Technical
Overview.pdf
- CCIE Professional Development Series Network Security Technologslatimhs
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P router:
upgrade fpd auto
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service passwordncryption

hostname P


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6660/ps6811/prod_white_paper0900aecd804c363f.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6660/ps6811/prod_white_paper0900aecd805cc40d.html

