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I. &ïÌïÖÉ &ÅÌÁÄÁÔ 
! ŦŞƭŞǾ ǎƻǊłƴ ŜƎȅ ƳǼƪǀŘǃΣ ƴŜƳȊŜǘƪǀȊƛ ƪŀǇŎǎƻƭŀǘƻƪƪŀƭ ǊŜƴŘŜƭƪŜȊǃ ǘǊŀƴǎǇƻǊǘ ƘłƭƽȊŀǘ ƧǀǾǃōŜƭƛ 

ŦŜƧƭŜǎȊǘŞǎŞƴŜƪ ŀƭŀǇƧŀƛǘ ƪŜƭƭŜǘǘ łǘƎƻƴŘƻƭƴƻƳΣ ǘŜǎȊǘŜƭƴŜƳΦ bŀǇƧŀƛƴƪƴŀƪ ƳŜƎŦŜƭŜƭǃŜƴ, kǳƭŎǎŦƻƴǘƻǎǎłƎǵ 

ǎȊŜǊŜǇŜǘ ƧłǘǎȊŀƴŀƪ ŀ ±tb ǘŜŎƘƴƻƭƽƎƛłƪΣ ƛƭƭŜǘǾŜ ŀȊƻƪ ǘƛǘƪƻǎƝǘłǎŀΦ ! Ǿłƭƭŀƭŀǘƻƪ ǎȊŜǊŜǘƴŞƴŜƪ ƻƭȅŀƴ 

ƳŜƎƻƭŘłǎǘΣ ƳŜƭȅ ǎƪłƭłȊƘŀǘƽΣ Şǎ ōƛȊǘƻƴǎłƎƻǎ ƛǎ ŜƎȅōŜƴΦ αBankiέ ƘłƭƽȊŀǘƻƪ ŜǎŜǘŞƴ ƛǎ ǳƎȅŀƴƻƭȅŀƴ Ŧƻƴǘƻǎ 

a QoS  Şǎ ŀȊ ƻǇǘƛƳłƭƛǎ ǊƻǳǘƛƴƎΣ Ƴƛƴǘ ŀ ōƛȊǘƻƴǎłƎΦ ! ǇǊƻōƭŞƳłƪΣ ƳŜƭȅŜƪ ŀ ŦŜƭŀŘŀǘ ƳŜƎƻƭŘłǎŀ ǎƻǊłƴ 

ŦŜƭƳŜǊǸƭǘŜƪ ǾŀƭƽǎŀƪΣ Şǎ ŜƎȅ Ǿŀƭƽǎ ǾłlƭŀƭŀǘǊƽƭ ǎȊƽƭƴŀƪΦ 

1. ! ÐÒÏÂÌïÍÜË 
! ƴŜƳȊŜǘƪǀȊƛ ƘłƭƽȊŀǘƻƪŀǘ łƭǘŀƭłōŀƴ м-м ƪǀȊǇƻƴǘōƽƭ ƳŜƴŜŘȊǎŜƭƛƪΦ ! ƘłƭƽȊŀǘ ǎƻƪŦŞƭŜ ƳŜƎƻƭŘłǎǘ 

tartalmazhat, ilyenek: 

 MPLS VPN 

 bŜƳȊŜǘƪǀȊƛ ōŞǊŜƭǘ Ǿƻƴŀƭŀƪ 

 Internet feletti VPN 

! ŎŞƭ ŀȊ ƻǇǘƛƳłƭƛǎ ǊƻǳǘƛƴƎΣ ƛƭƭŜǘǾŜ ŀ ƪǀȊǇƻƴǘƛ ƳŜƴŜŘȊǎŜƭƘŜǘǃǎŞƎΦ ! ǘƛǘƪƻǎƝǘłǎ ƳŀƴŀǇǎłƎ 

ŜƭŜƴƎŜŘƘŜǘŜǘƭŜƴΣ ƛƴǘŜǊƴŜǘ ŦŜƭŜǘǘƛ ±tb Şǎ at[{ ±tb ŜǎŜǘŞƴ ŜƎȅŀǊłƴǘΦ ¢ƛǘƪƻǎƝǘłǎǊŀ az IPSEC kiforrott 

ƳŜƎƻƭŘłǎΣ ŀȊƻƴōŀƴ ŜƴƴŜƪ ǎƻƪ-ǎƻƪ ƘłǘǊłƴȅŀ ƛǎ ǾŀƴΦ Lt{9/ ǘǳnnel-ek ƘŀǎȊƴłƭŀǘłǾŀƭ ǳƎȅŀƴƛǎ ŜƭǾŜǎȊǘƧǸƪ 

ŀȊ ƻǇǘƛƳłƭƛǎ ǵǘǾƻƴŀƭǾłƭŀǎȊǘłǎΣ ƛƭƭŜǘǾŜ ŀ ƪǀȊǇƻƴǘƛ ƳŜƴŜŘȊǎŜƭŞǎ ŜƭǃƴȅŜƛǘΦ ! ǇǊƻōƭŞƳłƪ ǘŜƘłǘ 

ǀǎǎȊŜŦƻƎƭŀƭǾŀΥ 

 vƻ{ ƭƛƳƛǘłŎƛƽƪ όŜȊ Ŧƻƴǘƻǎ ǇǊƻōƭŞƳŀ ²!b-on) 

 Hub-and-ǎǇƻƪŜ ǘƻǇƻƭƽƎƛłƪΥ ƳƛƴŘŜƴ ŦƻǊƎŀƭƻƳ ŀ Ƙǳō-ƴ ƪŜǊŜǎȊǘǸƭ ƪŜƭƭ ƘƻƎȅ ƘŀƭŀŘƧƻƴ 

 Ŧǳƭƭ ƳŜǎƘ ǘƻǇƻƭƽƎƛŀΥ bϝ(N-1ύκн ƪŀǇŎǎƻƭŀǘ ǎȊǸƪǎŞƎŜǎΣ ƴŜƳ ǎƪłƭłȊƘŀǘƽΦ 

 Multicast forgalom nehezen kezeƭƘŜǘǃ όǎȊǸƪǎŞƎ Ǿŀƴ ƪǸƭǀƴ Dw9 ǘǳƴƴŜƭ-Ŝƪ ŀƭƪŀƭƳŀȊłǎłǊŀύ 

 A kǀȊǇƻƴǘƛ ƳŜƴŜŘȊǎƳŜƴǘ ƴŜƘŞȊƪŜǎŜƴ ƻƭŘƘŀǘƽ ƳŜƎΦ !Ȋ Lt{9/ ǎȊŀōłƭȅƻƪŀǘ ǊƻǳǘŜǊ-ŜƴƪŞƴǘ ƪŜƭƭ 

ŘŜŦƛƴƛłƭƴƛ 

! ǇǊƻōƭŞƳłƪǊŀ ŀ /ƛǎŎƻ D9¢±tb ƴȅǵƧǘ ƳŜƎƻƭŘłǎǘ ŀȊƻƴōŀƴ ŀȊ Ŏǎŀƪ ǇǊƛǾłǘ ƘłƭƽȊŀǘƻƪƻƴ ŀƭƪŀƭƳŀȊƘŀǘƽΣ 

ŜȊŞǊǘ ǎȊǸƪǎŞƎ Ǿƻƭǘ ƳŞƎ ŜƎȅ ǘŜŎƘƴƻƭƽƎƛŀ ƳŜƎƛǎƳŜǊŞǎŞǊŜ ƛǎΣ ŜȊ ǇŜŘƛƎ ŀ 5a±tbΦ ! Ǿłƭƭŀƭŀǘ ǳƎȅŀƴƛǎ 

ŀƭŀǇǾŜǘǃŜƴ ƪŞǘ ǊŞǎȊǊŜ ƻǎȊǘƧŀ ŀ ƘłƭƽȊŀǘłǘΥ 

 



 tǊƻŘǳƪǘƝǾ forgalom 

A αbankiέ forgalmak kƛǎȊƻƭƎłƭłǎłǘ ƴŜƳȊŜǘƪǀȊi MPLS VPN-en ƪŜǊŜǎȊǘǸƭ ǾŀƭƽǎƝǘƧłƪ ƳŜƎΦ ! ōƛȊǘƻƴǎłƎƛ 

ƪǀǾŜǘŜƭƳŞƴȅŜƪ ƛǘǘ ƻƭȅŀƴ ŜǊǃǎŜƪΣ ƘƻƎȅ ŜȊ ŀ ŦƻǊƎŀƭƻƳ ƴŜƳ ƳŜƘŜǘ LƴǘŜǊƴŜǘŜƴ ƪŜǊŜǎȊǘǸƭΦ ! ƴŜƳȊŜǘƪǀȊƛ 

at[{ ±tb ŀȊƻƴōŀƴ ƴŀƎȅƻƴ ŘǊłƎŀΦ 

 Office forgalom 

!Ȋ ƛǊƻŘŀƛ ŦƻǊƎŀƭƳŀƪ ŀ ƪǀƭǘǎŞƎƘŀǘŞƪƻƴȅǎłƎ ƴǀǾŜƭŞǎŞƴŜƪ ŞǊŘŜƪŞōŜƴ ƛƴǘŜǊƴŜǘŜƴ ƪŜǊŜǎȊǘǸƭƛ ±tb-t 

ƘŀǎȊƴłƭƴŀƪ ŀ ƪƻƳƳǳƴƛƪłŎƛƽǊŀΦ 

! ŦŜƴǘ ƭŜƝǊǘ ƳƻŘŜƭƭ ŀȊ мΦ łōǊłƴ ƭłǘƘŀǘƽΦ ! ǎȊƛƳǳƭłŎƛƽƪ ŀƭŀǇƧŀ ǘŜƘłǘ ŜƎȅ ƛƭȅŜƴ ƘłƭƽȊŀǘΦ 
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1Φ łōǊŀ IłƭƽȊŀǘƛ ƳƻŘŜƭƭ 

!Ȋ łōǊłƴ ƭłǘƘŀǘƽ ƘƻƎȅ ŀ ƘłƭƽȊŀǘ ǊŜƴŘŜƭƪŜȊƛƪ ŜƎȅ ƪǀȊǇƻƴǘǘŀƭ (EUNET_HQ). A VPN-ek itt ǾŞƎȊǃŘƴŜƪ, az 

ŜƎŞǎȊ ƘłƭƽȊŀǘƻǘ ƛƴƴŞǘ ƳŜƴŜŘȊǎŜƭƛƪΦ ! ƴŀƎȅƻōō ǘŜƭŜǇƘŜƭȅŜƪŜƴ 5w ǊƻǳǘŜǊ-ƴŜƪ ƘƝǾƧǳƪ ŀȊƻƪŀǘ ŀ Ǌouter-



ŜƪŜǘ ƳŜƭȅŜƪ ŀ Ǝƭƻōłƭƛǎ at[{ ±tb ƘłƭƽȊŀǘƘƻȊ ŎǎŀǘƭŀƪƻȊƴŀƪΣ ƛƭƭŜǘǾŜ w95 ǊƻǳǘŜǊ-eknek azokat, melyek az 

ƛǊƻŘŀƛ ŦƻǊƎŀƭƳŀƪŀǘ ǾƛǎȊƛƪ łǘ ŀȊ ƛƴǘŜǊƴŜǘŜƴ ƪŜǊŜǎȊǘǸƭΦ ¢ŜǊƳŞǎȊŜǘŜǎŜƴ ŜȊŜƪ ŀ ǊƻǳǘŜǊ-Ŝƪ ŜƎȅ ǘǼȊŦŀƭlal 

(Cisco PIX, ASAύ ǀǎǎȊŜ Ǿŀƴƴŀƪ ƪǀǘǾŜΣ ŀȊƻƴōŀƴ ŀ ŦŜƭŀŘŀǘ ƳŜƎƻƭŘłǎłƴŀƪ ǎȊŜƳǇƻƴǘƧłōƽƭ ŜȊ Ƴƻǎǘ 

ƭŞƴȅŜƎǘŜƭŜƴΦ  

[łǘƴƛ ŦƻƎƧǳƪ ǘŜƘłǘΣ ƘƻƎȅ ŀ D9¢±tb ŀƭƪŀƭƳŀȊłǎŀ at[{ ±tb ŦŜƭŜǘǘΣ ƳŜƎōƝȊƘŀǘƽ Şǎ ƻǇǘƛƳłƭƛǎ ƳŜƎƻƭŘłǎǘ 

ƴȅǵƧǘ ŀ 5w ǊƻǳǘŜǊ-ek ƪǀȊǀǘǘƛ ƪƻƳƳǳƴƛƪłŎƛƽǊŀΦ ! D9¢±tb ǀƴƳŀƎłōŀƴ ƴŜƳ ƘŀǎȊƴłƭƘŀǘƽ az interneten 

όƪƛǾŞǘŜƭ ǇŜǊǎȊŜΣ Ƙŀ ƳƛƴŘŜƴ ŜǎȊƪǀȊƴŜƪ Şǎ ƎŞǇƴŜƪ Ǉǳōƭƛƪǳǎ Lt ŎƝƳŜ Ǿŀƴύ, azonban DMVPN-Ŝƭ ŜƎȅǸǘǘ 

alkalmazva igen. 

II.  ! ÆïÌïÖ ÓÏÒÜÎ ÖïÇÚÅÔÔ ÍÕÎËÁ 

!Ȋ ŀƭłōōƛ Ǉƻƴǘƻƪōŀƴ ǎȊŜǊŜǘƴŞƳ ƛǎƳŜǊǘŜǘƴƛ ŀ ŦŞƭŞǾ ǎƻǊłƴ ǾŞƎȊŜǘǘ ƎȅŀƪƻǊƭŀǘƛ Şǎ ŜƭƳŞƭŜǘƛ ƳǳƴƪłǘΦ 

1. %ÌÍïÌÅÔÉ <ÔÔÅËÉÎÔïÓ 

1.1. MPLS L3 VPN 

 

!Ȋ at[{ [о ±tb ƳƻŘŜƭƭ ŜƭǘŞǊ ŀ ƪƻǊłōōŀƴ ƘŀǎȊƴłƭǘ [н όałǎƻŘƛƪ ǊŞǘŜƎ ŀȊ h{L ŦŜƭŦƻƎłǎ ǎȊŜǊƛƴǘύ ±tb ςǘǃƭΦ 

L2 VPN-ǊŜ ǇŞƭŘŀ ŀ ŦǊŀƳŜ-ǊŜƭŀȅ ƛƭƭŜǘǾŜ ŀȊ !¢a ǘŜŎƘƴƻƭƽƎƛŀΦ Lǘǘ ǾƛǊǘǳłƭƛǎ łǊŀƳƪǀǊǀƪŜǘ ƘƻȊǘŀƪ ƭŞǘǊŜ 

ƳƛƴŘŜƴ ŜƎȅŜǎ ǸƎȅŦŞƭƴŜƪΣ ŜƎȅ ŀŘƻǘǘ ǸƎȅŦŞƭ ƳƛƴŘŜƴ ǘŜƭŜǇƘŜƭȅŜ ǀǎǎȊŜ Ǿƻƭǘ ƪǀǘǾŜ ŜƎȅƳłǎǎŀƭ όŦǳƭƭ ƳŜǎƘύΦ 

9Ȋ ŀ ƳŜƎƻƭŘłǎ ƴŜƳ Ƨƽƭ ǎƪłƭłȊƘŀǘƽ ƴŀƎȅ ƳŜƴƴȅƛǎŞƎǼ ƪŀǇŎǎƻƭŀǘ ŜǎŜǘŞƴΦ όbϝόb-1)/2 db kapcsolatra van 

ǎȊǸƪǎŞƎύΦ 

!Ȋ at[{ ±tb ŀǊŎƘƛǘŜƪǘǵǊłǘƽƭ ŜƭǾłǊƧǳƪΣ ƘƻƎȅ ŀ ƪǸƭǀƴōǀȊǃ ǸƎȅŦŜƭŜƪ ǘǳŘƧŀƴŀƪ ŀȊƻƴƻǎ Lt ŎƝƳŜƪŜǘ 

ƘŀǎȊƴłƭƴƛΣ ƛƭƭŜǘǾŜ ƘƻƎȅ ƪǸƭǀƴ ǊƻǳǘƛƴƎ ǘłōƭłǾŀƭ ǊŜƴŘŜƭƪŜȊȊŜƴŜƪΦ 9ȊŜƪŜǘ ŀȊ ŜƭǾłǊłǎƻƪŀǘ ŀ /ƛǎŎƻ at[{ ±tb 

ǘŜŎƘƴƻƭƽƎƛłƧŀ ǘŜƭƧŜǎƝǘƛΦ 

 

2Φ łōǊŀ at[{ ±tb ƳƻŘŜƭƭ 

 

 



! фΦ łōǊłƴ ƭłǘƘŀǘƽ ŀȊ at[{ ±tb ƳƻŘŜƭƭΣ ƳŜƭȅƴŜƪ ŜƎȅǎŞƎŜƛΥ 

 P router-ŜƪΥ ! ǎȊƻƭƎłƭǘŀǘƽ ƘłƭƽȊŀǘłōŀƴ ƪǀȊǇƻƴǘƛ ǊƻǳǘŜǊ-ŜƪΦ CŜƭŀŘŀǘǳƪ ŀ ŎǎƻƳŀƎƻƪ ǘƻǾłōōƝǘłǎŀ 

ŎƝƳƪŞƪ ŀƭŀǇƧłƴΦ bŜƳ Ŧǳǘ ǊŀƧǘǳƪ .DtΣ ƝƎȅ ŜȊŜƪ ŀ ǊƻǳǘŜǊ-Ŝƪ ƴŜƳ ƭŜǎȊƴŜƪ ǘŜǊƘŜƭǾŜ ŀȊ ǸƎȅŦŜƭŜƪ 

ƘłƭƽȊŀǘŀƛƴŀƪ ƴȅƛƭǾłƴǘŀǊǘłǎłǾŀƭΦ 

 PE router-ŜƪΥ ! ǎȊƻƭƎłƭǘŀǘƽ Şǎ ŀȊ ǸƎȅŦŞƭ ƪǀȊǀǘǘ ŜƭƘŜƭȅŜȊƪŜŘǃ ǊƻǳǘŜǊ-ŜƪΦ CŜƭŀŘŀǘǳƪ ŀȊ ǸƎȅŦŜƭŜƪ 

ŀƎƎǊŜƎłƭłǎŀ Şǎ ŦƻǊƎŀƭƳǳƪ ŜƭƪǸƭǀƴƝǘŞǎŜ. MP-BGP-t (Multi Protokoll BGP) futtatnak, illetve 

ƘłƭƽȊŀǘƛ ƛƴŦƻǊƳłŎƛƽƪŀǘ ŀŘƴŀƪ łǘ ŀȊ ǸƎȅŦŜƭŜƪ ŜǎȊƪǀȊŜƛƴŜƪΦ 

 CE router-ŜƪΥ !Ȋ ǸƎȅŦŜƭŜƪ ƘłƭƽȊŀǘƛ ŜǎȊƪǀȊŜƛΦ 9ȊŜƪŜƴ ŀ ǊƻǳǘŜǊ-ŜƪŜƴ ƴŜƳ ƘŀǎȊƴłƭǳƴƪ at[{-ǘΣ Şǎ 

ƎȅŀƪƻǊƭŀǘƛƭŀƎ ōłǊƳƛƭȅŜƴ ǊƻǳǘƛƴƎ ǇǊƻǘƻƪƻƭƭǘ ŀƭƪŀƭƳŀȊƘŀǘǳƴƪ όǎǘŀǘƛŎΣ ƻǎǇŦΣ ŜƛƎǊǇΣ ƛǎ-is, ripv2..) 

 

1.1.1. MPLS VPN routing modell  

 

!Ȋ at[{ ±tb ǊƻǳǘƛƴƎ ƳƻŘŜƭƭƧŜ ŜƎȅ /9 ǊƻǳǘŜǊ ǎȊŜƳǇƻƴǘƧłōƽƭ ǊŜƴŘƪƝǾǸƭ ŜƎȅǎȊŜǊǼΦ bŜƳ ƪŜƭƭ ǘǳŘƴƛŀ ŀ 

ǎȊƻƭƎłƭǘŀǘƽ ǘŜŎƘƴƻƭƽƎƛłƧłǊƽƭΣ ƴŜƳ ƪŜƭƭ ǘǳŘƴƛŀ at[{-t futtatni, csak ŜƎȅ ŜƎȅǎȊŜǊǼ ŘƛƴŀƳƛƪǳǎ ǊƻǳǘƛƴƎ 

protokollt, vagy statikus routing-ƻǘ ƪŜƭƭ ƘŀǎȊƴłƭƴƛŀΦ !Ȋ ǸƎȅŦŜƭŜƪ ǘŜƘłǘ ŀƭƪŀƭƳŀȊƘŀǘƴŀƪ ƻƭŎǎƽ 

ŜǎȊƪǀȊǀƪŜǘΣ ŀ ǎȊƻƭƎłƭǘŀǘƽ ƘłƭƽȊŀǘŀ ƎȅŀƪƻǊƭŀǘƛƭŀƎ ǘǊŀƴǎȊǇŀǊŜƴǎ ǎȊłƳǳƪǊŀΦ 

 ±wC ό±ƛǊǘǳŀƭ ǊƻǳǘƛƴƎ ŀƴŘ CƻǊǿŀǊŘƛƴƎύ ǘłōƭłƪ 

A PE router-ŜƪŜƴ ŀȊ ǸƎȅŦŜƭŜƪ ƘłƭƽȊŀǘƛ ǵǘƧŀƛǘ ƳŜƎ ƪŜƭƭ ƪǸƭǀƴōǀȊǘŜǘƴƛΦ 9Ȋǘ ŀ ±wC ǘŜŎƘƴƻƭƽƎƛŀ 

ǎŜƎƝǘǎŞƎŞǾŜƭ ǘŜƘŜǘƧǸƪ ƳŜƎΦ aƛƴŘŜƴ ŜƎȅŜǎ ǸƎȅŦŞƭ ό±tbύ ǎŀƧłǘ ±wC ǘłōƭłǾŀƭ ǊŜƴŘŜƭƪŜȊƛƪ ŀƘƻƭ ŀ ǎŀƧłǘ ±tb 

ƘłƭƽȊŀǘłƴŀƪ ǇǊŜŦƛȄŜƛ ǘŀƭłƭƘŀǘƽŀƪΦ ! оΦ łōǊłƴ ƭłǘƘŀǘƽ ŀ ±wC ƳǼƪǀŘŞǎŜ. 

 

3Φ łōǊŀ ±wC 

! ǎȊƻƭƎłƭǘŀǘƽ t9 ǊƻǳǘŜǊ-Ŝƛƴ ǘŜƘłǘ ŀ Ǝƭƻōłƭƛǎ ǊƻǳǘƛƴƎ ǘłōƭŀ ƳŜƭƭŜǘǘ ŀ ±tb-ŜƪƘŜȊ ǘŀǊǘƻȊƽ ±wC ǘłōƭłƪŀǘ ƛǎ 

menedzselni kell. Az Mt[{ ŀǊŎƘƛǘŜƪǘǵǊłƴŀƪ ƪǀǎȊǀƴƘŜǘǃŜƴ ŀȊƻƴōŀƴ ŀ t ǊƻǳǘŜǊ-eknek nem kell tudniuk 

ŀ ±wC ǘłōƭłƪǊƽƭΣ Ŏǎŀƪ ŎƝƳƪŜ ŀƭŀǇƧłƴ ƪŜƭƭ ǘƻǾłōōƝǘŀƴƛǳƪ ŀȊ ŀŘŀǘƻƪŀǘΦ /ƛǎŎƻ ƛƳǇƭŜƳŜƴǘłŎƛƽ ŜǎŜǘŞōŜƴ ŀ 

VRF illetve az MPLS ŜǎŜǘŞƴ ǎȊǸƪǎŞƎŜǎ ƘƻƎȅ ŀȊ ŜǎȊƪǀȊ ǘłƳƻƎŀǎǎŀ ŀ /9C-t. (Cisco Express Forwarding)  

A PE-CE router-Ŝƪ ƪǀȊǀǘǘƛ ǇǊƻǘƻƪƻƭƭƻƪΣ Şǎ ŀ ±wC ƳǼƪǀŘŞǎŜ ƭłǘƘŀǘƽ ŀz 4Φ łōǊłƴ. 



 

4Φ łōǊŀ t9-CE, VRF 

[łǘƘŀǘƽΣ ƘƻƎȅ ŀ /9 ǊƻǳǘŜǊ-Ŝƴ ƎȅŀƪƻǊƭŀǘƛƭŀƎ ōłǊƳƛƭȅŜƴ ǇǊƻǘƻƪƻƭƭǘ ƘŀǎȊƴłƭƘŀǘǳƴƪ ƘłƭƽȊŀǘƛ ƛƴŦƻǊƳłŎƛƽ 

ǘƻǾłōōƝǘłǎłǊŀΣ ŀȊƻƴōŀƴ ŀ t9 ƻƭŘŀƭƻƴ ŜȊ ŜƎȅ ƪƛŎǎƛǘ ōƻƴȅƻƭǳƭǘŀōōΦ ! /ƛǎŎƻ Lh{ όLƴǘŜǊƴŜǘǿƻǊƪ hǇŜǊŀǘƛƻƴ 

{ȅǎǘŜƳύ ŀ ƪǸƭǀƴōǀȊǃ ǊƻǳǘƛƴƎ ǇǊƻǘƻƪƻƭƭƻƪŀǘ ƪǸƭǀƴōǀȊǃ ƪŞǇpen tudja futtatni. Vannak olyanok, melyek 

ŜǎŜǘŞƴ ǘǀōō ǇǊƻŎŜǎǎ ƛǎ ŦǳǘƘŀǘ ŜƎȅ ǊƻǳǘŜǊ-ŜƴΣ ƛƭȅŜƴ ǇŞƭŘłul az OSPF. Vannak olyan protokollok, 

ƳŜƭȅŜƪōǃƭ Ŏǎŀƪ ŜƎȅ Ǝƭƻōłƭƛǎ ǇŞƭŘłƴȅ ŦǳǘƘŀǘΣ ǾƛǎȊƻƴǘ ŜƴƴŜƪ Ƴłǎƻƭŀǘŀƛ Ŧǳǘƴŀƪ ŀ ±wC ǘłōƭłƪ 

alatt.(Routing Context-ek). A VRF-eket a router-en interface-ƪƘŜȊ ǊŜƴŘŜƭƧǸƪΣ ŜȊŜƪ ƭŜƘŜǘƴŜƪ ŦƛȊƛƪŀƛŀƪ 

vagy logikaiak, azonban egy interface csak egy VRF tagja lehet. 

 RD (Route Distinguiser)Υ 9Ǝȅ ƻƭȅŀƴ ŀȊƻƴƻǎƝǘƽΣ ƳŜƭȅ ŀ t9 ǊƻǳǘŜǊ-Ŝƪ ƪǀȊǀǘǘ ƪƻƳƳǳƴƛƪłŎƛƽ ǎƻǊłƴ 

ƘŀǎȊƴłƭǘΦ ! сп ōƛǘŜǎ ŀȊƻƴƻǎƝǘƽ Şǎ ŀ он ōƛǘŜǎ Lt ŎƝƳ ŀȊƻƴƻǎƝǘƽ ŜƎȅǸǘǘŜǎŜƴ ŀƭƪƻǘƧŀ ŀ ±tbǾп-es 

ŎƝƳŜǘΦ 9ȊȊŜƭ ŀ t9-t9 ƪƻƳƳǳƴƛƪłŎƛƽ ŜǎŜǘŞƴ ƳƛƴŘŜƴ ŜƎȅŜǎ ±tb ƳƛƴŘŜƴ ǇǊŜŦƛxe 

megkǸƭǀƴōǀȊǘŜǘƘŜǘǃ ƭŜǎȊΦ 

 RT (Route Target )Υ !Ȋ ŀȊƻƴƻǎƝǘƽ ŦƻƎƧŀ ŀ ±tb-ŜƪŜǘ ŀȊƻƴƻǎƝǘŀƴƛΦ ¢ƛǇƛƪǳǎŀƴ ŀȊ ŀƭłōōƛ ŦƻǊƳłōŀƴ 

adhatjuk meg: 100:1 

MPLS VPN Routing: 

Az aǊŎƘƛǘŜƪǘǵǊłōŀƴ ǘǀōō ǇǊƻǘƻƪƻƭƭ ƛǎ ǎȊŜǊŜǇŜǘ ƧłǘǎȊƛƪΦ ! ǎȊƻƭƎłƭǘŀǘƽ ƘłƭƽȊŀǘłōŀƴ ǘƛǇƛƪǳǎŀƴ Lt 

ǇǊƻǘƻƪƻƭƭǘΣ Şǎ ŜƎȅ LDt-ǘ ƘŀǎȊƴłƭƴŀƪ ŀ ōŜƭǎǃ ƛƴŦƻǊƳłŎƛƽƪ łǘǾƛǘŜƭŞǊŜ ό/ƻƴǘǊƻƭ tƭŀƴŜύΦ 9Ȋ ǘŜƭƧŜǎŜƴ 

ŦǸƎƎŜǘƭŜƴ ŀȊ ǸƎȅŦŜƭŜƪǘǃƭΣ ŎŞƭƧŀ ŀ ǎȊƻƭƎłƭǘŀǘƽƛ ǊƻǳǘŜǊ-ek kǀȊǀǘǘƛ ƪƻƳƳǳƴƛƪłŎƛƽ ƳŜƎǘŜǊŜƳǘŞǎŜ. Ez 

ǎȊǸƪǎŞƎŜs az MP-.Dt {Ŝǎǎƛƻƴ ƛƴŦƻǊƳłŎƛƽƪ, illetve az LDt ƛƴŦƻǊƳłŎƛƽƪ ǘŜǊƧŜǎȊǘŞǎŞƘŜȊΦ A PE router-ek 

łƭǘŀƭłōŀƴ at-BGP-ǘ ŦǳǘǘŀǘƴŀƪΣ Şǎ ƛ.Dt ǇŜŜǊ-ƪŞƴǘ ƪŀǇŎǎƻƭƽŘƴŀƪ ŜƎȅƳłǎƘƻȊΦ !Ȋ ƛ.Dt ƘłǘǊłƴȅŀ ŀȊΣ 

hogy a PE router-ek full mesh kapcsolatban kell, ƘƻƎȅ łƭƭƧŀƴŀƪ ŜƎȅƳłǎǎŀƭΣ ŜȊ ŜƎȅ ƴŀƎȅ ǎȊƻƭƎłƭǘŀǘƽ 

ŜǎŜǘŞƴ ǊŜƴƎŜǘŜƎ ¢/t ǎŜǎǎƛƻƴ ƧŜƭŜƴǘhetΦ ! ǇǊƻōƭŞƳłǘ ǊƻǳǘŜ ǊŜŦƭŜŎǘƻǊ ƘŀǎȊƴłƭŀǘłǾŀƭ ƭŜƘŜǘ ƳŜƎƻƭŘŀƴƛΣ 

ƛƭȅŜƴƪƻǊ ǳƎȅŀƴƛǎ ƴƛƴŎǎ ǎȊǸƪǎŞƎ ŀǊǊŀ, hogy minden PE minden PE ςǾŜƭ ǀǎǎȊŜ ƭŜƎȅŜƴ ƪǀǘǾŜΦ !Ȋ at-BGP 

feladata hogy ŀ ƪǸƭǀƴōǀȊǃ ±wC ǘłōƭłƪ ǘŀǊǘŀƭƳłǘ ǘƻǾłōōƝǘǎŀ ŀ t9 ǊƻǳǘŜǊ-Ŝƪ ƪǀȊǀǘǘΦ CŜƭŀŘŀǘŀ ǘƻǾłōōł,  

hogy a VPN-ŜƪƘŜȊ at[{ ŎƝƳƪŞǘ ǊŜƴŘŜƭƧŜƴΣ ŜȊ ƭŜǎȊ ŀ ƳłǎƻŘƛƪ ŎƝƳƪŜΣ ŜȊǘ ǘŜƘłǘ ƴŜƳ ŀȊ [5t ƳŜƴŜŘȊǎŜƭƛΦ 

Iŀ ǘŜƘłǘ ŜƎȅ ǵƧ ƘłƭƽȊŀǘ ƧŜƭŜƴƛƪ ƳŜƎ ŀȊ αAέ ǸƎȅŦŞƭ м-Ŝǎ ǘŜƭŜǇƘŜƭȅŞƴΣ ŀƪƪƻǊ ŀȊ ǸƎȅŦŞƭ ǊƻǳǘƛƴƎ ǇǊƻǘƻƪƻƭƭƧŀ 

ŜȊǘ ŀ ƘłƭƽȊŀǘƻǘ łǘƘƛǊŘŜǘƛ ŀ t9 ǊƻǳǘŜǊ-ƴŜƪΦ ! t9 ǊƻǳǘŜǊ ŀ ƘƛǊŘŜǘŞǎ ƪǀǾŜǘƪŜȊǘŞōŜƴ ŀ ƘłƭƽȊŀǘƻǘ ŦŜƭǾŜǎȊƛ ŀȊ 

ǸƎȅŦŞƭƘŜȊ ǊŜƴŘŜƭǘ ±wC ǘłōƭłōŀΦ ! t9м ǊƻǳǘŜǊ at-ƛ.Dt ƘƛǊŘŜǘŞǎōŜƴ ǘƻǾłōōŀŘƧŀ ŀȊ ƛƴŦƻǊƳłŎƛƽǘ ŀ t9н 



router-ƴŜƪΣ ŀƘƻƭ ŀ ƘłƭƽȊŀǘ ōŜƪŜǊǸƭ ŀȊ ǸƎȅŦŞƭ ±wC ǘłōƭłƧłōŀΦ LƴƴŜƴΣ ŀ ƘŜƭȅƛ t9-CE routing protokoll 

ǘƻǾłōōƝǘƧŀ ŀȊ ƛƴŦƻǊƳłŎƛƽǘ ŀ нΦ ǘŜƭŜǇƘŜƭȅƘŜȊΦ 

1.2. GETVPN 

 

A GETVPN ( Group Encrypted Transport VPN) ƻƭȅŀƴ ŀƭŀƎǵǘ ƴŞƭƪǸƭƛ Lt{9/ ±tbΣ ƳŜƭȅ ƳŜƎƻƭŘłǎǘ ƴȅǵƧǘ ŀȊ 

ŜƭǃȊǃ Lt{9/ ƳƻŘŜƭƭŜƪ ƴŜƎŀǘƝǾ ǘǳƭŀƧŘƻƴǎłƎłǊŀΦ ! D9¢ ŜƎȅ ŀȊ ŜƎȅōŜƴ ƳŜƎǃǊȊƛ ŀȊ ŜǊŜŘŜǘƛ Lt ŦŜƧƭŞŎŜǘΦ 

9ƴƴŜƪ ƪǀǎȊǀƴƘŜǘǃŜƴ ŀƭŀǇōƽƭ ǘłƳƻƎŀǘƻǘǘŀƪ IP Multicast forgalmak, ƛƭƭŜǘǾŜ ŀ ƪǸƭǀƴōǀȊǃ vƻ{ 

ƳŜƎƻƭŘłǎƻƪ όŀ ¢ƻ{ ƳŜȊǃ ƛǎ ƳŜƎƳŀǊŀŘύΦ aƛǾŜƭ ƴƛƴŎǎ ǎȊǸƪǎŞƎ ŀƭŀƎǳǘŀƪ ƭŞǘǊŜƘƻȊłǎłǊŀΣ ŜƎȅǎȊŜǊǼΣ 

ōƛȊǘƻƴǎłƎƻǎ Şǎ ŘƛǊŜƪǘ ƪƻƳƳǳƴƛƪłŎƛƽǘ ƭŜƘŜǘ ƭŞǘǊŜƘƻȊƴƛ ŀ ±tb ƘłƭƽȊŀǘ ǊƻǳǘŜǊ-Ŝƛ ƪǀȊǀǘǘΦ A GET 

ƳŜƎƻƭŘłǎ ƴȅǵƧǘ ŀȊ at[{ ±tb-Ŝƪ ǘƛǘƪƻǎƝǘłǎłǊŀ όƘŀōłǊ ōłǊƳƛƭȅŜƴ łǘǾƛǘŜƭƛ ǘŜŎƘƴƻƭƽƎƛŀ ŦŜƭŜǘǘ ƳǼƪǀŘƘŜǘύΦ 

1.2.1. GETVPN alapfogalmak 

! ƪǀǾŜǘƪŜȊǃ Ǉƻƴǘƻƪōŀƴ ƛǎƳŜǊǘŜǘŜƳ ŀ D9¢ ŀƭŀǇ ŦƻƎŀƭƳŀƛǘΦ 

 

5Φ łōǊŀ GETVPN 

 GDOI ( Group Domain of Interpretation): A GDOI-t az IETF RFC 3547-ōŜƴ Ƴǳǘŀǘǘłƪ ōŜ. A 

protokoƭƭ L{!Yat Ŝƭǎǃ ŦłȊƛǎǎŀƭ Ǿŀƴ ǾŞŘǾŜΣ Şǎ ŎŞƭƧŀ ŀ ŎǎƻǇƻǊǘƻǎ ƪǳƭŎǎ ƪƛƻǎȊǘłǎ ƳŜƎǾŀƭƽǎƝǘłǎŀΦ 

 

 Group Member (GM):  A csoportǘŀƎ ǊŜƎƛǎȊǘǊłƭ ŀ ƪǳƭŎǎǎȊŜǊǾŜǊǊŜΦ {ƛƪŜǊŜǎ ǊŜƎƛǎȊǘǊłŎƛƽ ǳǘłƴ 

megkapja az IPSEC SA-t όǎȊŀōłƭȅȊŀǘok,kulcsok)Σ ŜƴƴŜƪ ǎŜƎƝǘǎŞƎŞǾŜƭ ǘǳŘ ƳŀƧŘ ƪƻƳƳǳƴƛƪłƭƴƛ ŀ 

csoporttagokkal. A kulcsszerver ǇŜǊƛƽdikusan ŦǊƛǎǎƝǘƛ ŀ ŎǎƻǇƻǊǘƘƻȊ ǘŀǊǘƻȊƽ ƪǳƭŎǎƻǘΣ ƳŞƎ 

ƳƛŜƭǃǘǘ ŀȊ ƭŜƧłǊƴŀΦ Amennyiben a csoportǘŀƎ ƴŜƳ ƪŀǇƧŀ ƳŜƎ ŀȊ ǵƧ ƪǳƭŎǎƻǘΣ ǵƧōƽƭ ǊŜƎƛǎȊǘǊłƭΦ 

 

 Key Server (KS): ! ƪǳƭŎǎǎȊŜǊǾŜǊ ŦŜƭŀŘŀǘŀ ŀ ōƛȊǘƻƴǎłƎƛ ǎȊŀōłƭȅȊŀǘƻƪ ƴȅƛƭǾłƴǘŀǊǘłǎŀΣ ƛƭƭŜǘǾŜ ŀ 

ƪǳƭŎǎƻƪ ƳŜƴŜŘȊǎŜƭŞǎŜΦ !ƳƛƪƻǊ ŜƎȅ ŎǎƻǇƻǊǘǘŀƎ ǊŜƎƛǎȊǘǊłƭΣ ƳŜƎƪŀǇƧŀ ŀ ŎǎƻǇƻǊǘƘƻȊ ǘŀǊǘƻȊƽ 

ƪǳƭŎǎƻƪŀǘΣ ƛƭƭŜǘǾŜ ǎȊŀōłƭȅȊŀǘƻƪŀǘΦ ! ŎǎƻǇƻǊǘǘŀƎƻƪ ōłǊƳƛƪƻǊ ǊŜƎƛǎȊǘǊłƭƘŀǘƴŀƪΣ ŀȊ ŀƪǘǳłƭƛǎ 

ƛƴŦƻǊƳłŎƛƽƪŀǘ ŦƻƎƧłƪ ƳŜƎƪŀǇƴƛΦ wŜƎƛǎȊǘǊłŎƛƽ ŜǎŜǘŞƴ ŜƭƪǸƭŘƛƪ ŀ DǊƻǳǇ L5-ǘ όŜȊ ƘŀǘłǊƻȊȊŀ ƳŜƎΣ 

ƘƻƎȅ ƳŜƭȅƛƪ ŎǎƻǇƻǊǘƘƻȊ ǎȊŜǊŜǘƴŞƴŜƪ ǊŜƎƛǎȊǘǊłƭƴƛύΦ ! ǎȊŜǊǾŜǊ ƪŞǘ ŦŀƧǘŀ ƪǳƭŎǎƻǘ ǘŀǊǘ ƴȅƛƭǾłƴ: 

 

o KEK (Key Encryption key): !Ȋ ǵƧǊŀƪǳƭŎǎƻƭłǎ (rekey) ǘƛǘƪƻǎƝǘłǎłǊŀ ƘŀǎȊƴłƭǘ ƪǳƭŎǎΦ 

o TEK (Traffic 9ƴŎǊȅǇǘƛƻƴ ƪŜȅύΥ ŀȊ ŀ ƪǳƭŎǎΣ ƳŜƭȅ ǎŜƎƝǘǎŞƎŞǾŜƭ ǘƛǘƪƻǎƝǘƧłƪ ŀ ŦƻǊƎŀƭƳŀǘ ŀ 

ŎǎƻǇƻǊǘǘŀƎƻƪ ŜƎȅƳłǎ ƪǀȊǀǘǘ 

A kulcsǎȊŜǊǾŜǊ ƪǳƭŎǎƻǘ ŦǊƛǎǎƝǘ ŀƳŜƴƴȅƛōŜƴ ƭŜƧłǊ ŀȊ ŜƭǃȊǃ ƪǳƭŎǎ ŞƭŜǘǘŀǊǘŀƳŀΣ illetve ha 

ƳƽŘƻǎƝǘǳƴƪ ŀ ǎȊŜǊǾŜǊ ōŜłƭƭƝǘłǎŀƛƴΦ 



 

6Φ łōǊŀ D9¢±tb ƳǼƪǀŘŞǎ 

A 6. łōǊłƴ ƭłǘƘŀǘƽ ŀ D9¢ ƳǼƪǀŘŞǎŜΥ 

(1) ! ŎǎƻǇƻǊǘǘŀƎƻƪ ǊŜƎƛǎȊǘǊłƭƴŀƪ ŀ ƪǳƭŎǎ ǎȊŜǊǾŜǊǊŜΣ ŀ ǎȊŜǊǾŜǊ ŀȊƻƴƻǎƝǘƧŀ ŀ ŎǎƻǇƻǊǘǘŀƎƻƪŀǘ, 

ƭŜǘǀƭǘǃŘƴŜƪ ŀ ōƛȊǘƻƴǎłƎƛ ǎȊŀōłƭȅȊŀǘƻƪ (IPSEC SA) ŀȊ ŜǎȊƪǀȊǀƪǊŜ 

(2) ! ŎǎƻǇƻǊǘǘŀƎƻƪ ŜƎȅƳłǎǎŀƭ ƪǀȊǾŜǘƭŜƴǸƭ kommǳƴƛƪłƭƴŀƪ ōƛȊǘƻƴǎłƎƻǎ ŎǎŀǘƻǊƴłƴ ŀ ƪŀǇƻǘǘ ¢9Y 

ŦŜƭƘŀǎȊƴłƭłǎłǾŀƭ 

(3) Periodikus kulcsŦǊƛǎǎƝǘŞǎǘ ǾŞƎŜȊ ŀ ƪǳƭŎǎszerver 

! ƪǳƭŎǎ ƪƛƻǎȊǘłǎŀ ǘǀǊǘŞƴƘŜǘ multicastΣ ƛƭƭŜǘǾŜ ǳƴƛŎŀǎǘ ƳƽŘƻƴΦ ! ƳǳƭǘƛŎŀǎǘ ŀƭŀǇǵ ƪǳƭŎǎƪƛƻǎȊǘłǎ 

ƭŞƴȅŜƎŜǎŜƴ ƘŀǘŞƪƻƴȅŀōōΣ Ƴƛƴǘ ŀȊ ǳƴƛŎŀǎǘΣ ŀȊƻƴōŀƴ ŜƘƘŜȊ ŀ ǘǊŀƴǎǇƻǊǘ ƘłƭƽȊŀǘƴŀƪ ǘłƳƻƎŀǘƴƛŀ ƪŜƭƭ ŀ 

ƳǳƭǘƛŎŀǎǘ ƪƻƳƳǳƴƛƪłŎƛƽǘΦ A 7Φ łōǊłƴ ƭłǘƘŀǘƽ ŀ ǊŜƎƛǎȊǘǊłŎƛƽΣ ƳŜƭȅŜǘ L{!Yat Ŝƭǎǃ ŦłȊƛǎ ǾŞŘΦ !Ȋ L{!Yat 

Ŝƭǎǃ ŦłȊƛǎ ƻǎȊǘƻǘǘ ƪǳƭŎŎǎŀƭ ŀȊƻƴƻǎƝǘƧǳƪ, dŜ ƘŀǎȊƴłƭƘŀǘǳƴƪ tYL-t is. 

 

7Φ łōǊŀ D5hL ǊŜƎƛǎȊǘǊłŎƛƽ 

A GDOI protokoll UDP 848-ŀǎ ǇƻǊǘƻƴ ƪƻƳƳǳƴƛƪłƭΣ ƛƭƭŜǘǾŜ b!¢-¢ ǘłƳƻƎŀǘłǎ ŜǎŜǘŞƴ ŀȊ ¦5t прлл-as 

porton. 

!ƳŜƴƴȅƛōŜƴ ƘƛōŀǘǼǊǃ ƳŜƎƻƭŘłǎǘ ǎȊŜǊŜǘƴŞƴƪΣ ƭŜƘŜǘǃǎŞƎ Ǿŀƴ ǘǀōō ƪǳƭŎǎǎȊŜǊǾŜǊ ƘŀǎȊƴłƭŀǘłǊŀ ƛǎΦ 9ōōŜƴ 

az esetōŜƴ ƭŜǎȊƴŜƪ ŜƭǎǃŘƭeges kulcsszerverekΣ ƛƭƭŜǘǾŜ ƳłǎƻŘƭŀƎƻǎŀƪ ό /ƻƻǇŜǊŀǘƛǾe key server). Minden 

ŎǎƻǇƻǊǘ ǊŜƴŘŜƭƪŜȊƘŜǘ м ǾŀƎȅ ǘǀōō ƳłǎƻŘƭŀƎƻǎ ƪǳƭŎǎǎȊŜǊǾŜǊǊŜƭΦ ! ƳłǎƻŘƭŀƎƻǎ kulcsszerverek 

ōŜłƭƭƝǘłǎŀƛ ŀǳǘƻƳŀǘƛƪǳǎŀƴ ǎȊƛƴƪǊƻƴƛȊłƭƽŘƴŀƪΣ ŜƭŞƎ Ŏǎŀƪ ŀȊ ŜƭǎǃŘƭŜƎŜǎ ƪǳƭŎǎǎȊŜǊǾŜǊǘ ƪƻƴŦƛƎǳǊłƭƴƛΦ 

! D9¢±tb ŀƭŀƎǵǘ ƴŞƭƪǸƭƛ Lt{9/ ƳŜƎƻƭŘłǎΦ ! 8Φ łōǊłƴ ƭłǘƘŀǘƽ ŀ D9¢±tb Şǎ ŀ ƘŀƎȅƻƳłƴȅƻǎ ƛǇǎŜŎ 

ǘǳƴƴŜƭ ƳƽŘōŀƴ ƘŀǎȊƴłƭǘ Lt ŎǎƻƳŀƎ ŦŜƭŞǇƝǘŞǎŜΦ 



 

8Φ łōǊŀ GETVPN IP ŦŜƧƭŞŎ ƳŜƎǃǊȊŞǎ 

! Ǿłƭƭŀƭŀǘƻƪ łƭǘŀƭłōŀƴ ǇǊƛǾłǘ Lt ŎƝƳeket haǎȊƴłƭƴŀƪ ŀ ƘłƭƽȊŀǘǳƪōŀƴ. A GETVPN ebben az esetben nem 

ƘŀǎȊƴłƭƘŀǘƽ ƛƴǘŜǊƴŜǘŜǎ ±tb ǘƛǘƪƻǎƝǘłǎłǊŀΣ ƘƛǎȊŜƴ ƳŜƎǃǊȊƛ ŀȊ ŜǊŜŘŜǘƛ Lt ŦŜƧƭŞŎŜǘΣ Şǎ ŀȊ ŜǊŜŘŜǘƛ όtǊƛǾłǘύ 

Lt ŦƻǊǊłǎ ŎƝƳŜǘ Şǎ ŎŞƭ ŎƝƳŜǘΦ !Ȋ ƛƴǘŜǊƴŜǘŜƴ ŀ ǇǊƛǾłǘ ŎƝƳŜƪ ƴŜƳ ǊƻǳǘŜ-ƻƭƘŀǘƽŀƪΦ at[{ ±tb ŜǎŜǘŞƴ ŜȊ 

ƴŜƳ ǇǊƻōƭŞƳŀΦ D9¢±tb ŀƭŀǇǵ 5a±tb ςt ƘŀǎȊƴłƭǾŀ ŀȊƻƴōŀƴ ŀȊ ƛƴǘŜǊƴŜǘŜǎ ±tb-ƪ ƛǎ ŞƭǾŜȊƘŜǘƛƪ ŀ D9¢ 

ƴȅǵƧǘƻǘǘŀ ŜƭǃƴȅǀƪŜǘΦ 

¢ƻǾłōōƛ ǎȊƻƭƎłƭǘŀǘłǎƻƪ όŎǎŀƪ ŜƳƭƝǘŞǎ ǎȊƛƴǘƧŞƴύ: 

 Time-Based Anti-Replay 

 VRF-[ƛǘŜ ƛƴǘŜǊŦŀŎŜ ǘłƳƻƎŀǘłǎŀ 

 αRecieve only SAέ feature 

 NAT-¢ ǘłƳƻƎŀǘłǎ 

1.3. '%460. ÁÌÁÐĭ $-60. 

Az IPSEC tunnel ƳƽŘōŀƴ Ǿŀƭƽ ŀƭƪŀƭƳŀȊłǎłƘƻȊ ǊŜƴƎŜǘŜƎ ƪƻƴŦƛƎǳǊłŎƛƽǊŀΣ Şǎ ƪŀǇŎǎƻƭŀǘǊŀ Ǿƻƭǘ ǎȊǸƪǎŞƎ ŀ 

ƪƻǊłōōƛ ±tb ƳƻŘŜƭƭŜƪ ŜǎŜǘŞƴΦ b Řō ǊƻǳǘŜǊ ŜǎŜǘŞƴ ǳƎȅŀƴƛǎ bϝόb-1)/2 db point-to-point tunnel-t 

ƪŜƭƭŜǘǘ ƭŞǘǊŜƘƻȊƴƛ όǾŀƎȅ Ƙǳō-and-spoke topolƽƎƛłǘ kellett alkalmazni). 9ȊŜƪǊŜ ŀ ǇǊƻōƭŞƳłƪǊŀ ƴȅǵƧǘƻǘǘ 

ƳŜƎƻƭŘłǎǘ ŀ 5a±tb ό5ȅnamic Multipoint VPN). 

1.3.1. $-60. ĘÓÓÚÅÔÅÖěË 
 

 Generic Routing Encapsulation (GRE) protocol: ! /ƛǎŎƻ łƭǘŀƭ ƭŞǘǊŜƘƻȊƻǘǘ ǇǊƻǘƻƪƻƭƭΣ ƳŜƭȅƴŜƪ 

feladata hogy IP unicast, multicast illetve broadcast forgalmat csomagoljon be. 

 

 Next Hop Resolution Protocol (NHRP):  Az NHRP egy layer2-es kliens-ǎŜǊǾŜǊ ŎƝƳ ŦŜƭƻƭŘƽ 

ǇǊƻǘƻƪƻƭƭΦ aǼƪǀŘŞǎŜ ƘŀǎƻƴƭƝǘ ŀȊ !wt ƛƭƭŜǘǾŜ ŀ wŜǾŜǊǎŜ !wt-ƘƻȊΦ bIwt ŜǎŜǘŞƴ ŀ ǘǳƴƴŜƭ 

interface-ƘŜȊ ǊŜƴŘŜƭǘ ŎƝƳŜƪŜǘ ƪŜƭƭ ŦƛȊƛƪŀƛ όǾŀƭƽǎύ ŎƝƳŜƪƘŜȊ ǊŜƴŘŜƭƴƛΦ !Ȋ bIwt ǘłōƭłǘ ŀ Ƙǳō 

router ǘŀǊǘƧŀ ƴȅƛƭǾłƴΦ 

 



 GETVPN ǾŞƎȊƛ ŀ ǘƛǘƪƻǎƝǘłǎǘ Şǎ ƴŜƳ ŀ 5a±tb-ƴŞƭ ƳŜƎǎȊƻƪƻǘǘ ƛǇǎŜŎ ǇǊƻŦƛƭŜ-ok. 

1.3.2. '%460. ÁÌÁÐĭ $-60. ÍĴËĘÄïÓÅ 
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9Φ łōǊŀ 5a±tb ǘƻǇƻƭƽƎƛŀ ŀ ǎȊƛƳǳƭłŎƛƽōŀƴ 

 GETVPN wŜƎƛǎȊǘǊłŎƛƽΥ ƳƛƴŘŜƴ ǎǇƻƪŜ ǊƻǳǘŜǊ Şǎ ŀ 5a±tb Ƙǳō ǊƻǳǘŜǊ ōŜǊŜƎƛǎȊǘǊłƭ D5hL 

protokollon a KS kulcsszerverbe 

 5a±tb wŜƎƛǎȊǘǊłŎƛƽΥ Minden ǎǇƻƪŜ ǊƻǳǘŜǊ όǊŜŘмΣнΣоύ ōŜǊŜƎƛǎȊǘǊłƭ ŀ 5a±tb Ƙǳō ǊƻǳǘŜǊǊŜΣ Şǎ 

ƪǀȊƭƛ ŀ Ǿŀƭƽǎ όƛƭƭŜǘǾŜ ŀ ǇǊƛǾłǘ ς tunnel interface-ƴ ŘŜŦƛƴƛłƭǘύ Lt ŎƝƳŞǘΦ !Ȋ bIwt ǘłōƭŀ ŀ Ƙǳō 

router-eƴ Ǿŀƴ ƴȅƛƭǾłƴǘŀǊǘǾŀΦ 

 Amikor egy ǎǇƻƪŜ ǊƻǳǘŜǊ ŜƎȅ Ƴłǎƛƪ ǎǇƻƪŜ ǊƻǳǘŜǊ-eƴ ƭŞǾǃ ǇǊƛǾłǘ Lt ŎƝƳǊŜ ŎǎƻƳŀƎƻǘ ŀƪŀǊ 

ƪǸƭŘŜƴƛΣ ŜƭǃǎȊǀǊ ƭŜƪŞǊŘŜȊƛ bIwt-vel a hub router-ǘΣ ƘƻƎȅ Ƴƛ ŀ Ǿŀƭƽǎ Lt ŎƝƳŜ ŀ Ƴłǎƛƪ ǊƻǳǘŜǊ-

nek. 

 Amikor az NHRP server visszaadta a ƪƝǾłƴǘ Lt ŎƝƳŜǘΣ dinamikus  tuƴƴŜƭ Ƨǀƴ ƭŞǘǊŜ ŀ ƪŞǘ ǎǇƻƪŜ 

ǊƻǳǘŜǊ ƪǀȊǀǘǘΦ ! ƪƻƳƳǳƴƛƪłŎƛƽ ƛƴƴŜƴǘǃƭ ƪŜȊŘǾŜ ŘƛǊŜƪǘΦ 

 ! ǘƛǘƪƻǎƝǘłǎŞǊǘ ŀ D9¢ felel. 

 

 

 



2. Gyakorlati munka  

2.1. GNS3  Cisco ÓÚÉÍÕÌÜÔÏÒ ÐÒÏÇÒÁÍ 

SȊƛƳǳƭłŎƛƽƪǊŀ ŀȊ ƻǇŜƴ-source GNS3 programot hŀǎȊƴłƭǘŀƳ ŦŜƭΦ ! ǇǊƻƎǊŀƳ Ǿŀƭƽǎ /isco hardware-t 

ŜƳǳƭłƭΣ Şǎ Ǿŀƭƽǎ /ƛǎŎƻ Lh{-t futtat. ! ǾƛǊǘǳłƭƛǎ ǊƻǳǘŜǊ-ek konzol portja localhost-oƴ ǘŜƭƴŜǘ ǎŜƎƝǘǎŞƎŞǾŜƭ 

ŞǊƘŜǘǃ ŜƭΦ ! ǇǊƻƎǊŀƳ ŀ млΦ łōǊłƴ ƭłǘƘŀǘƽΦ 

 

10Φ łōǊŀ ! ǎȊƛƳǳƭłŎƛƽ ƳŜƎǾŀƭƽǎƝǘłǎŀ DbS3 programmal 

! ŦŜƭƘŀǎȊƴłƭǘ ƘŀǊŘǿŀǊŜΥ 

 IBM T60 laptop 

 1.5 GB DDR2 RAM 

 Core2 duo , 1.86 Ghz intel cpu 

 CŜƭƘŀǎȊƴłƭǘ /ƛǎŎƻ Lh{Υ  c7200-advipservicesk9-mz.124-15.T1 

 !Ȋ ŜƳǳƭłƭǘ /ƛǎŎƻ ƘŀǊŘǿŀǊŜ-k: Cisco 7206VXR, 256 MB RAM 

2.2. A ÓÚÉÍÕÌÜÃÉĕ ÒïÓÚÌÅÔÅÓ ÂÅÍÕÔÁÔÜÓÁ 

! ŦŜƭŀŘŀǘƻǘ ƘłǊƻƳ ǊŞǎȊǊŜ ōƻƴǘƻǘǘŀƳΥ 

 IłƭƽȊŀǘƛ ƳƻŘŜƭƭΣ Şǎ Lt ŎƝƳȊŞǎ ƭŞǘǊŜƘƻȊłǎŀ 

 GETVPN MPLS L3 VPN felett. A DR router-ek ƪƻƳƳǳƴƛƪłŎƛƽƧŀ 

 D9¢±tb ŀƭŀǇǵ 5a±tb ƳŜƎǾŀƭƽǎƝǘłǎŀΦ ! ǊŜŘ router-Ŝƪ ƪƻƳƳǳƴƛƪłŎƛƽƧŀ 



2.2.1. ! ÈÜÌĕÚÁÔÉ ÍÏÄÅÌÌȟ )0 ÃþÍ ËÉÏÓÚÔÜÓ 
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P
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F1/1: 10.254.2.1/30
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F1/0: 10.1.2.2/30

Lo0: 10.10.10.3/32

F1/1: 10.254.1.1/30

Lo0: 192.168.10.1/32 Lo0: 192.168.10.2/32

F1/0: 10.254.1.2/30 F1/0: 10.254.2.2/30

Tun10: 192.168.20.1/24

F1/0: 87.229.30.253/30

Tun10: 192.168.20.2/24

F1/0: 87.229.25.253/30

F1/0: 87.229.30.254/30

Lo0: 87.229.254.254/32

F1/1: 87.229.10.1/30
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Lo0: 87.229.254.253/32

F1/1: 87.229.15.254/28

F1/0: 87.229.15.252/28

Tun100: 87.229.254.253/28

F1/1: 87.229.15.254/28

 

11Φ łōǊŀ Lt ŎƝƳ ƪƛƻǎȊǘłǎ 

! ммΦ łōǊłƴ ƭłǘƘŀǘƽ ŀ ŎƝƳƪƛƻǎȊǘłǎΦ ! ƳƻŘŜƭƭōŜƴ ŀ t9мΣ t9нΣ t9о Şǎ t ǊƻǳǘŜǊ-Ŝƪ ŀƭƪƻǘƧłƪ ŀȊ at[{ ±tb-t. 

!Ȋ Lb¢м Şǎ Lb¢н router-Ŝƪ ŀƭƪƻǘƧłƪ ŀȊ LƴǘŜǊƴŜǘŜǘ ό!{ срлл Şǎ срлмύΦ ! ǊŜŘм Şǎ 5wм ǊƻǳǘŜǊ-ek az egyik 

ǸƎȅŦŜƭŜǘΣ ƳƝƎ ŀ ǊŜŘн Şǎ ŘǊн ǊƻǳǘŜǊ-Ŝƪ ŀ Ƴłǎƛƪ ǸƎȅŦŜƭŜǘΦ 

2.2.2. GETVPN MPLS L3 VPN felett 

! ŦŜƭŀŘŀǘƘƻȊ ƭŞǘǊŜ ƪŜƭƭŜǘǘ ƘƻȊƴƛ ŜƎȅ at[{ ±tb ǎȊƻƭƎłƭǘŀǘƽǘΦ !Ȋ at[{ ±tb ǎȊƻƭƎłƭǘŀǘƽ м ±tb-t 

tartalmaz όŜƴƴŜƪ ŀȊƻƴƻǎƝǘƽƧŀ мллΥмύΣ Şǎ ebben a VPN-ben van a ƘłǊƻƳ ǊƻǳǘŜǊ όY{мΣ 5wмΣ 5wнύΦ 

Ezeken a router-eken EIGRP (AS=1) fut. ! ƪƻƴŦƛƎǳǊłŎƛƽǎ ƭŞǇŞǎŜƪ ƭŜƝǊłǎŀ ƳŜƎƘŀƭŀŘƧŀ ŀ ŘƻƪǳƳŜƴǘǳƳ 

ǘŜǊƧŜŘŜƭƳŞǘΣ ŀ ƳŜƭƭŞƪƭŜǘōŜƴ ƳŜƎǘŀƭłƭƘŀǘƽŀƪ ŀȊ at[{ ǊƻǳǘŜǊ-Ŝƪ ƪƻƴŦƛƎǳǊłŎƛƽƛΦ 

 !ƭŀǇǾŜǘǃ Lt ƪŀǇŎǎƻƭŀǘ ŜƭƭŜƴǀǊȊŞǎŜ ŀ 5wм Şǎ 5wн ǊƻǳǘŜǊ-Ŝƪ ƪǀȊǀǘǘΥ 

DR1#ping 192.168.10.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds: 
!!!!!  
Success rate is 100 percent (5/5), round-trip min/avg/max = 272/352/436 ms 



¢ǊŀŎŜǊƻǳǘŜ ǎŜƎƝǘǎŞƎŞǾŜƭ ŜƭƭŜƴǃǊƛȊǘŜƳΣ ƘƻƎȅ ƳƛƭȅŜƴ ǵǘǾƻƴŀƭƻƴ Ƨǳǘƻǘǘ Ŝƭ ŀ ŎǎƻƳŀƎ ŀ Ƴłǎƛƪ 5w ǊƻǳǘŜǊ-
hez: 
DR1#traceroute 192.168.10.2 
 
Type escape sequence to abort. 
Tracing the route to 192.168.10.2 
 
  1 10.254.1.1 28 msec 68 msec 36 msec 
  2 10.1.2.1 [MPLS: Labels 16/22 Exp 0] 324 msec 232 msec 260 msec 
  3 10.254.2.1 [MPLS: Label 22 Exp 0] 140 msec 320 msec 148 msec 
  4 10.254.2.2 420 msec 308 msec * 
DR1# 
 
! ǘǊŀŎŜǊƻǳǘŜ ŜǊŜŘƳŞƴȅŞƴ ƭłǘƘŀǘƽΣ ƘƻƎȅ ŀ ŎǎƻƳŀƎ ŜƎȅ at[{ ±tb-ƴ ƪŜǊŜǎȊǘǸƭ Ƨǳǘƻǘǘ Ŝƭ ŀ Ƴłǎƛƪ 5w 

router-hez. 

! ǇŞƭŘŀ ƪŜŘǾŞŞǊǘΣ ŀ t9о router-ƴ ŀȊ at[{ ŦƻǊǿŀǊŘƛƴƎ ǘłōƭŀ ƝƎȅ ƴŞȊ ƪƛΥ 

PE3#sh mpls forwarding-table 
Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop 
tag    tag or VC   or Tunnel Id      switched   interface 
16     Pop tag     10.10.10.1/32     0          Fa1/0      10.1.3.1 
17     Pop tag     10.1.1.0/30       0          Fa1/0      10.1.3.1 
18     Pop tag     10.1.2.0/30       0          Fa1/0      10.1.3.1 
19     17          10.10.10.3/32     0          Fa1/0      10.1.3.1 
20     18          10.10.10.2/32     0          Fa1/0      10.1.3.1 
21     Aggregate   10.254.2.0/30[V]  0 
22     Untagged    192.168.10.2/32[V] 3954       Fa1/1      10.254.2.2 
PE3# 
 
±ŞƎŜȊŜǘǸƭ ŀ 5wм ǊƻǳǘƛƴƎ ǘłōƭłƧłƴ ƭłǘǎȊƛƪΣ ƘƻƎȅ ŀȊ at-.Dt Şǎ ŀȊ 9LDwt ǊŜŘƛǎǘǊƛōǳǘƛƻ-ja sikeres volt. 
 
DR1#sh ip eigrp neighbors 
IP-EIGRP neighbors for process 1 
H   Address                 Interface       Hold Uptime   SRTT   RTO  Q  Seq 
                                            (sec)         (ms)       Cnt Num 
0   10.254.1.1              Fa1/0             11 00:23:57  250  2250  0  5 
DR1# 
 
DR1#sh ip route 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route 
 
Gateway of last resort is not set 
 
     192.168.10.0/32 is subnetted, 3 subnets 
D       192.168.10.2 [90/158720] via 10.254.1.1, 00:23:39, FastEthernet1/0 



C       192.168.10.1 is directly connected, Loopback0 
D       192.168.10.254 [90/158720] via 10.254.1.1, 00:23:39, FastEthernet1/0 
     10.0.0.0/30 is subnetted, 3 subnets 
D       10.254.0.0 [90/30720] via 10.254.1.1, 00:23:39, FastEthernet1/0 
C       10.254.1.0 is directly connected, FastEthernet1/0 
D       10.254.2.0 [90/30720] via 10.254.1.1, 00:23:39, FastEthernet1/0 
DR1# 
 
A αDέ ōŜǘǸǾŜƭ ƧŜƭǀƭǘ ǇǊŜŦƛȄ-eket a router EIGRP-ƴ ƪŜǊŜǎȊǘǸƭ ǘŀƴǳƭǘŀ ƳŜƎΦ 
 

 ! ǘƛǘƪƻǎƝǘłǎ όD9¢±tbύ ƪƻƴŦƛƎǳǊłŎƛƽƧŀΦ 
aƛǳǘłƴ ŀȊ ŀƭŀǇǾŜǘǃ ƪŀǇŎǎƻƭŀǘ ƳŜƎǾƻƭǘ ŀ 5w Şǎ Y{ ǊƻǳǘŜǊ-Ŝƪ ƪǀȊǀǘǘΣ ŀ D9¢±tb ƪƻƴŦƛƎǳǊłŎƛƽƧŀ 
ƪǀǾŜǘƪŜȊŜǘǘΦ  
 

! ƪǳƭŎǎǎȊŜǊǾŜǊ ƪƻƴŦƛƎǳǊłŎƛƽƧŀΥ 
 
L{!Yat ǇƻƭƛŎȅ ƭŞǘǊŜƘƻȊłǎŀΣ !9{ ǘƛǘƪƻǎƝǘłǎǎŀƭΣ ƻǎȊǘƻǘǘ ƪǳƭŎǎǵ ŀǳǘŜƴǘƛƪłŎƛƽǾŀƭ 
 
crypto isakmp policy 1 
 encr aes 256 
 authentication pre-share 
 group 2 
 lifetime 60 
 
!Ȋ L{!Yat Ŝƭǎǃ ŦłȊƛǎƘƻȊ ǎȊǸƪǎŞƎŜǎ ƻǎȊǘƻǘǘ ǘƛǘƻƪ ŘŜŦƛƴƛłƭłǎŀΥ 
 
crypto isakmp key cisco address 192.168.0.0 255.255.0.0 
 
IPSEC transform set-k ŘŜŦƛƴƛłƭłǎŀΥ 
 
crypto ipsec transform-set GDOI-TSET esp-aes 256 esp-sha-hmac 
 
D5hL Lt{9/ ǇǊƻŦƛƭŜ ŘŜŦƛƴƛłƭłǎŀΥ 
 
crypto ipsec profile GDOI-PROFILE 
 set security-association lifetime seconds 1800 
 set transform-set GDOI-TSET 
 
D5hL ǇŀǊŀƳŞǘŜǊŜƪ ŘŜŦƛƴƛłƭłǎŀΥ 
 
crypto gdoi group GDOI-GROUP1 
 identity number 1 
 server local 
  rekey retransmit 10 number 2 
  rekey authentication mypubkey rsa rsa_key 
  rekey transport unicast 
  sa ipsec 1 
   profile GDOI-PROFILE 
   match address ipv4 101 
   no replay 
  address ipv4 192.168.10.254 
 



Fontos hogy a klienseken is az identity number 1 legyen (ez a csoport ID). A 101-es ACL-Ŝƭ ŘŜŦƛƴƛłƭǘǳƪ 
azokat a forgalmakat, melyeket a router-Ŝƪ ǘƛǘƪƻǎƝǘŀƴƛ ŦƻƎƴŀƪΦ 
 
access-list 101 deny   udp any any eq 848 
access-list 101 deny   udp any eq 848 any 
access-list 101 deny   eigrp any any 
access-list 101 permit ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255 
access-list 101 permit icmp any 192.168.0.0 0.0.255.255 
access-list 101 permit icmp 192.168.0.0 0.0.255.255 any 
 
Az acl-ōŜƴ ŘŜƴȅ ŀȊǘ ƧŜƭŜƴǘƛΣ ƘƻƎȅ ŀȊ b9 ƭŜƎȅŜƴ ǘƛǘƪƻǎƝǘǾŀΦ !Ȋ ¦5t упу ŀ D5hL ǇǊƻǘƻƪƻƭƭΦ !Ȋ 9LDwt-t 
ǎŜƳ ǎȊŀōŀŘ ǘƛǘƪƻǎƝǘŀƴƛΦ 
 
A kulcsszerver ŜƭƭŜƴǃǊȊŞǎŜ: 
 
KS1#sh crypto gdoi ks 
Total group members registered to this box: 2 
 
Key Server Information For Group GDOI-GROUP1: 
    Group Name               : GDOI-GROUP1 
    Group Identity           : 1 
    Group Members            : 2 
    IPSec SA Direction       : Both 
    ACL Configured: 
        access-list 101 
¢ŜƘłǘ ǎƛƪŜǊŜǎŜƴ ǊŜƎƛǎȊǘǊłƭǘ ƳƛƴŘƪŞǘ ǊƻǳǘŜǊΦ 
 
9Ǝȅ ǊŜƎƛǎȊǘǊłŎƛƽ ƴȅƻƳƻƴ ƪǀǾŜǘŞǎŜ (clear crypto gdoi a DR1 router-n ŀȊ ǵƧǊŀ ǊŜƎƛǎȊǘǊłŎƛƽ ŜƭŞǊŞǎŞƘŜȊ): 
 
KS1# 
*May 12 21:07:55.119: GDOI:INFRA:(0:0:N/A:0): Adding KEK Policy to the current ks_group 
*May 12 21:07:55.127: GDOI:INFRA:(0:0:N/A:0): Setting unicast rekey for KEK policy. 
*May 12 21:07:55.139: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0 
*May 12 21:07:55.143: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0 
*May 12 21:07:55.147: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x0 
*May 12 21:07:55.151: GDOI:INFRA:(0:0:N/A:0):                lifetime is 609 seconds 
*May 12 21:07:55.151: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x50510353 
*May 12 21:07:55.155: GDOI:INFRA:(0:0:N/A:0):                lifetime is 609 seconds 
*May 12 21:07:55.159: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x50510353 
*May 12 21:07:55.163: GDOI:INFRA:(0:0:N/A:0):                lifetime is 609 seconds 
*May 12 21:07:55.167: GDOI:INFRA:(0:1006:HW:0:1): Construct tek: spi is 0x50510353 
*May 12 21:07:55.175: GDOI:INFRA:(0:1006:HW:0:1):GDOI SA sent successfully by KS 
*May 12 21:07:55.727: GDOI:INFRA:(0:1006:HW:0:1):GDOI KD sent successfully by KS 
KS1# 
! ǊŜƎƛǎȊǘǊłŎƛƽ ǎƛƪŜǊŜǎŜƴ ƳŜƎǘǀǊǘŞƴǘΦ 
 
GNS3-ōŀƴ ƭŜƘŜǘǃǎŞƎ Ǿŀƴ ōłǊƳŜƭȅ ǊƻǳǘŜǊ ƛƴǘŜǊŦŀŎŜ-en csomagƻƪ ǊǀƎȊƝǘŞǎŞǊŜΦ NƎȅ ŀ ǇǊƻƎǊŀƳ ƻƭȅŀƴ ΦŎŀǇ 
ŦłƧƭǘ łƭƭƝǘ ŜƭǃΣ ƳŜƭȅŜǘ ŀ ǿƛǊŜǎƘŀǊƪ ŘŜƪƽŘƻƭƴƛ ǘǳŘΦ 9Ǝȅ 5wм Şǎ 5wн ƪǀȊǀǘǘƛ ǇƛƴƎ ōŜƳǳǘŀǘłǎŀ Wireshark-
al: 
 



 
 
! ƪŞǇŜƴ Ƨƽƭ ƭłǘƘŀǘƽ ƘƻƎȅ az ICMP ŎǎƻƳŀƎƻƪ ƪƽŘƻƭǘŀƪ όtǊƻǘƻŎƻƭ 9{tύΣ Şǎ ƘƻƎȅ ŀȊƻƪ ŘƛǊŜƪǘbe a DR2 
router-ƘŜȊ ƳŜƴƴŜƪ ŀ ŎŞƭ ŎƝƳ ŀƭŀǇƧłƴΦ ! D9¢±tb ŜƎȅƛƪ ƭŜƎƴŀƎȅƻōō ŜƭǃƴȅŜ ǘŜƘłǘ ƘƻƎȅ ŘƛǊŜƪǘΣ ǾŞŘŜǘǘ 
ƪƻƳƳǳƴƛƪłŎƛƽǘ ōƛȊǘƻǎƝǘΦ ! ŦŜƴǘ ƭłǘƘŀǘƽ ŀŘŀǘƻƪ ŀ 5wм ǊƻǳǘŜǊ Cмκл ƛƴǘŜǊŦŀŎŜ-ƴ ƪŞǎȊǸƭǘŜƪΦ 
 

! ƪƭƛŜƴǎ ōŜłƭƭƝǘłǎŀΥ 
 
ISAKMP policy Şǎ ƻǎȊǘƻǘǘ ǘƛǘƻƪ ŘŜŦƛƴƛłƭłǎŀΥ 
 
crypto isakmp policy 1 
 encr aes 256 
 authentication pre-share 
 group 2 
 lifetime 3600 
crypto isakmp key cisco address 192.168.10.254 
 
GDOI kulcsǎȊŜǊǾŜǊ ŘŜŦƛƴƛłƭłǎŀΣ Şǎ ŀ D5hL ŎǊȅǇǘƻ ƳŀǇ ƭŞǘǊŜƘƻȊłǎŀΥ 
 
crypto gdoi group group1 
 identity number 1 
 server address ipv4 192.168.10.254 
! 
! 
crypto map map-group1 local-address Loopback0 
crypto map map-group1 10 gdoi  
 set group group1 
! 
 
9ƭƭŜƴǃǊȊŞǎΥ 
DR1#show crypto gdoi gm 
Group Member Information For Group group1: 
    IPSec SA Direction       : Both 
    ACL Received From KS     : gdoi_group_group1_temp_acl 
    Re-register 
        Remaining time       : 406 secs 
 

2.2.3. GET60. ÁÌÁÐĭ $-60. ÌïÔÒÅÈÏÚÜÓÁ 

!Ȋ ƛƴǘŜǊƴŜǘǊŜ ƪŀǇŎǎƻƭƽŘƽ ǊƻǳǘŜǊ-ek red1, red2. Az internetet az INT1 Şǎ Lb¢н ǊƻǳǘŜǊ ŀƭƪƻǘƧŀΦ Y{м 
illetve DMVPN_HUB router-eƪ ŀȊƻƴƻǎ ǎǳōƴŜǘŜƴ ǾŀƴƴŀƪΣ ŘŜ ŜȊ ƴŜƳ ƪǀǾŜǘŜƭƳŞƴȅΦ YŞǘ ƪǸƭǀƴ ǊƻǳǘŜǊ 
ƪŜƭƭ ǾƛǎȊƻƴǘΣ ƳŜǊǘ ŜƎȅ ǊƻǳǘŜǊ ƴŜƳ ƭŜƘŜǘ ŜƎȅǎȊŜǊǊŜ ƪǳƭŎǎǎȊŜǊǾŜǊ Şǎ ƪƭƛŜƴǎ ƛǎ D9¢ ƳƻŘŜƭƭōŜƴΦ {ŀƧƴƻǎ 
D9¢±tb ŀƭŀǇǵ 5a±tb ŜǎŜǘŞƴ ƴŜƳ ǘłƳƻƎŀǘƻǘǘ ŀ ǊŜŘǳƴŘłƴǎ ƪǳƭŎǎǎȊŜǊǾŜǊek ƘŀǎȊƴłƭŀǘŀ ƧŜƭŜƴƭŜƎΦ 



!Ȋ ŀƭŀǇǾŜǘǃ ƪŀǇŎǎƻƭŀǘ ƭŞǘǊŜƧǀǘǘŞǘ ǇƛƴƎ-Ŝƭ ŜƭƭŜƴǃǊƛȊǘŜƳΦ !Ȋ ƛƴǘŜǊƴŜǘŜǎ ǊƻǳǘŜǊ-eken BGP fut, ŀ ōŜƭǎǃ 
interface-ƴ ǘƛƭǘƻǘǘŀƪ ŀ ǇǊƛǾłǘ ŦƻǊǊłǎ ŎƝƳƳŜƭ ŞǊƪŜȊǃ ŎǎƻƳŀƎƻƪ όŀƘƻƎȅ ŀȊ ǀǎǎȊŜǎ ƛƴǘŜǊƴŜǘŜǎ ǊƻǳǘŜǊ-en). 
 
A kulcsǎȊŜǊǾŜǊŜƴ ŦŜƭ ƪŜƭƭŜǘǘ ǾŜƴƴƛ ŜƎȅ ǵƧ ŎǊȅǇǘƻ ƎŘƻƛ ŎǎƻǇƻǊǘƻǘ ŀ 5a±tb-ōŜƴ ǊŞǎȊǘǾŜǾǃ ǊƻǳǘŜǊ-ek 
miatt. 
 
crypto gdoi group dmvpn 
 identity number 10 
 server local 
  rekey lifetime seconds 300 
  rekey retransmit 10 number 2 
  rekey authentication mypubkey rsa rsa_key 
  rekey transport unicast 
  sa ipsec 10 
   profile GDOI-PROFILE 
   match address ipv4 110 
   no replay 
  address ipv4 87.229.15.253 
 
Lǘǘ ǘŜǊƳŞǎȊŜǘŜǎŜƴ Ƴłǎ ƛŘŜƴǘƛǘȅ ƴǳƳōŜǊ-ǘ ŀŘǘŀƳ ƳŜƎΣ ƘƛǎȊŜƴ ŜȊ ŜƎȅ Ƴłǎƛƪ D9¢ ŎǎƻǇƻǊǘΦ 
A 110-es acl tartalma: 
 
KS1#sh access-lists 110 
Extended IP access list 110 
    10 deny udp any any eq 848 
    20 deny udp any eq 848 any 
    30 permit gre any any 
KS1# 
 
A DMVPN_HUB, red1, red2 router-ƪ Ƙŀǎƻƴƭƽ ƳƽŘƻƴ ƭŜǘǘŜƪ ƪƻƴŦƛƎǳǊłƭǾŀΣ mint a DR1, DR2 router-ek. 
{ƛƪŜǊŜǎŜƴ ōŜǊŜƎƛǎȊǘǊłƭǘŀƪ ŀ Y{м ǎȊŜǊǾŜǊǊŜΦ 
 

 ! 5a±tbψI¦. ǊƻǳǘŜǊ ƪƻƴŦƛƎǳǊłŎƛƽƧŀ 
A DMVPN_HUB router-eƴ ƭŞǘǊŜ ƪŜƭƭ ƘƻȊƴƛ ŜƎȅ ¢ǳƴƴŜƭ ƛƴǘŜǊŦŀŎŜ-t. Ezen a router-en NHRP szerver fog 
futni. A routing-ŞǊǘ 9LDwt !{Ґн ŦƻƎ ŦŜƭŜƭƴƛΦ  
 
interface Tunnel100 
 description DMVPN - EIGRP net 
 bandwidth 2000 
 ip address 192.168.20.254 255.255.255.0 
 no ip redirects 
 ip mtu 1400 
 no ip next-hop-self eigrp 2 
 ip pim nbma-mode 
 ip pim sparse-dense-mode 
 ip nhrp map multicast dynamic 
 ip nhrp network-id 1000 
 ip nhrp server-only 
 ip nhrp cache non-authoritative 
 no ip split-horizon eigrp 2 
 no ip mroute-cache 
 tunnel source FastEthernet1/0 



 tunnel mode gre multipoint 
 tunnel key 10000 
 
router eigrp 2 
 network 192.168.20.0 
 network 192.168.30.0 
 no auto-summary 
 
! ¢ǳƴƴŜƭ ƛƴǘŜǊŦŀŎŜ ŎƝƳŜ ǇǊƛǾłǘ IP ŎƝƳ. 9LDwt ŜǎŜǘŞƴ ƭŜ ƪŜƭƭ ǘƛƭǘŀƴƛ ŀ ǎǇƭƛǘ-ƘƻǊƛȊƻƴ Şǎ ŀ ƴŜȄǘ-hop-self 
ŦǳƴƪŎƛƽƪŀǘ ŀ Ƙǳō-and-ǎǇƻƪŜ ǘƻǇƻƭƽƎƛŀ ƳƛŀǘǘΦ !ƘƘƻȊ ƘƻƎȅ ŀȊ 9LDwt ƳǼƪǀŘƧǀƴΣ ŀ ƳǳƭǘƛŎŀǎǘ ŦƻǊƎŀƭƳŀǘ ƛǎ 
mappelni kell. ! ǘǳƴƴŜƭ ŦƻǊǊłǎ ŎƝƳŜκƛƴǘŜǊŦŀŎŜ ŀ ²!b ƛƴǘŜǊŦŀŎŜ ƭŜǎȊΦ 
 

 5a±tb ƪƭƛŜƴǎ ƪƻƴŦƛƎǳǊłŎƛƽΥ 
A kliens-en ŀ ǘǳƴƴŜƭ ƛƴǘŜǊŦŀŎŜ ŀ ƪǀǾŜǘƪŜȊǃƪŞǇǇŜƴ ƴŞȊ ƪƛΥ 
 
interface Tunnel10 
 ip address 192.168.20.1 255.255.255.0 
 no ip redirects 
 ip mtu 1400 
 ip pim sparse-dense-mode 
 ip multicast rate-limit out 128 
 ip nhrp map 192.168.20.254 87.229.15.252 
 ip nhrp map multicast 87.229.15.252 
 ip nhrp network-id 1000 
 ip nhrp holdtime 300 
 ip nhrp nhs 192.168.20.254 
 ip nhrp registration no-unique 
 ip nhrp cache non-authoritative 
 tunnel source FastEthernet1/0 
 tunnel mode gre multipoint 
 tunnel key 10000 
 
! ƪƭƛŜƴǎŜƪŜƴ Ŏǎƛƴłƭǳƴƪ ŜƎȅ ǎǘŀǘƛƪǳǎ bIwt ōŜƧŜƎȅȊŞǎǘ ŀ ǎȊŜǊǾŜǊ ŎƝƳŞǊŜΦ !Ȋ bIwt ǎȊŜǊǾŜǊǘ ŘŜŦƛƴƛłƭƴƛ 
kell, illetve azt is, hogy a multicast forƎŀƭƳŀǘ ƳƛƭȅŜƴ ŎƝƳǊŜ ƛǊłƴȅƝǘǎŀ ŀ ǊƻǳǘŜǊΦ 
 
9ƭƭŜƴǃǊȊŞǎƪŞƴǘΣ ŀ 5a±tbψI¦.-ƴ ŀȊ bIwt ǘłōƭŀΥ 
 
DMVPN_HUB#sh ip nhrp 
192.168.20.1/32 via 192.168.20.1, Tunnel100 created 00:48:02, expire 00:03:37 
  Type: dynamic, Flags: registered 
  NBMA address: 87.229.30.253 
192.168.20.2/32 via 192.168.20.2, Tunnel100 created 00:46:54, expire 00:03:49 
  Type: dynamic, Flags: registered 
  NBMA address: 87.229.25.253 
 
[łǘƘŀǘƽΣ ƘƻƎȅ ŀ ǾŀƭƽǎΣ Ǉǳōƭƛƪǳǎ ƛǇ ŎƝƳ ŀȊ b.a! ŎƝƳΦ 
 
9Ǝȅ ŘƛƴŀƳƛƪǳǎ ǘǳƴƴŜƭ ŦŜƭŞǇǸƭŞǎŞƴŜƪ Ƴenete, a DMVPN_HUB-n debuggolva. RED1 router-Ǌǃƭ 
pingeltem red2-t. 
 
*May 12 22:49:28.051: NHRP: Receive Resolution Request via Tunnel100 vrf 0, packet size: 72 
*May 12 22:49:28.059: NHRP: netid_in = 1000, to_us = 0 



*May 12 22:49:28.059: NHRP: nhrp_rtlookup yielded Tunnel100 
*May 12 22:49:28.063: NHRP: netid_out 1000, netid_in 1000 
*May 12 22:49:28.067: NHRP: nhrp_cache_lookup_comp returned 0x66D763E0 
*May 12 22:49:28.067: NHRP: Forwarding request due to authoritative request. 
*May 12 22:49:28.071: NHRP: Attempting to send packet via DEST 192.168.20.2 
*May 12 22:49:28.075: NHRP: Encapsulation succeeded.  Tunnel IP addr 87.229.25.253 
*May 12 22:49:28.079: NHRP: Forwarding Resolution Request via Tunnel100 vrf 0, packet size: 92 
*May 12 22:49:28.083:       src: 192.168.20.254, dst: 192.168.20.2 
*May 12 22:49:28.087: NHRP: 92 bytes out Tunnel100 
*May 12 22:49:28.355: NHRP: Receive Resolution Request via Tunnel100 vrf 0, packet size: 72 
*May 12 22:49:28.359: NHRP: netid_in = 1000, to_us = 0 
*May 12 22:49:28.363: NHRP: nhrp_rtlookup yielded Tunnel100 
*May 12 22:49:28.367: NHRP: netid_out 1000, netid_in 1000 
*May 12 22:49:28.367: NHRP: nhrp_cache_lookup_comp returned 0x66D762C8 
*May 12 22:49:28.371: NHRP: Forwarding request due to authoritative request. 
*May 12 22:49:28.375: NHRP: Attempting to send packet via DEST 192.168.20.1 
*May 12 22:49:28.379: NHRP: Encapsulation succeeded.  Tunnel IP addr 87.229.30.253 
*May 12 22:49:28.379: NHRP: Forwarding Resolution Request via Tunnel100 vrf 0, packet size: 92 
*May 12 22:49:28.383:       src: 192.168.20.254, dst: 192.168.20.1 
*May 12 22:49:28.387: NHRP: 92 bytes out Tunnel100 
 
! ŘƛƴŀƳƛƪǳǎ ǘǳƴƴŜƭ ŦŜƭŞǇǸƭǘΣ ŀ ǊŜŘм-eƴ ŀȊ ƴƘǊǇ ōŜƧŜƎȅȊŞǎŜƪΥ 
 
192.168.20.2/32 via 192.168.20.2, Tunnel10 created 00:01:56, expire 00:03:04 
  Type: dynamic, Flags: router 
  NBMA address: 87.229.25.253 
 
[łǘƘŀǘƽ ƘƻƎȅ ŀ ŦŜƭŞǇǸƭǘ ¢ǳƴƴŜƭ ŘƛƴŀƳƛƪǳǎΣ Şǎ о ǇŜǊŎ ƳǵƭǾŀ ƭŜƧłǊΦ 
 
Az EIGRP a Tunnel interface-eken keǊŜǎȊǘǸƭ ǎȊƻƳǎȊŞŘǎłƎƻǘ ƪǀǘǀǘǘ όŜȊ Ŏǎŀƪ ŀ ƳǳƭǘƛŎŀǎǘ ƳŀǇǇƛƴƎ ǳǘłƴ 
ƳǼƪǀŘǀǘǘύΦ ! ǊŜŘн-ƴ ƭŞǘǊŜƘƻȊƻǘǘ ǵƧ ǇǊŜŦƛȄ ƎƻƴŘ ƴŞƭƪǸƭ łǘƘƛǊŘŜǘǃŘǀǘǘ ŀ ǊŜŘм ǊƻǳǘŜǊ-re : 
 
     87.0.0.0/30 is subnetted, 1 subnets 
C       87.229.30.252 is directly connected, FastEthernet1/0 
     192.168.30.0/32 is subnetted, 1 subnets 
D       192.168.30.254 [90/310172416] via 192.168.20.2, 00:27:31, Tunnel10 
C    192.168.20.0/24 is directly connected, Tunnel10 
S*   0.0.0.0/0 [1/0] via 87.229.30.254 
red1# 
 
²ƛǊŜǎƘŀǊƪ ǎŜƎƝǘǎŞƎŞǾŜƭ ƳŜƎŦƛƎȅŜƭǘŜƳ ŀ ǊŜŘм Şǎ ǊŜŘн ǊƻǳǘŜǊ ƪǀȊǀǘǘƛ L/at ŎǎƻƳŀƎƻƪŀǘ ŜƎȅ ǇƛƴƎ 
ŜǎŜǘŞƴΦ !Ȋ ŜǊŜŘƳŞƴȅ ŀ ǾłǊǘƴŀƪ ƳŜƎŦŜƭŜƭǃΥ ŘƛǊŜƪǘ ƪƻƳƳǳƴƛƪłŎƛƽ Ƨǀƴ ƭŞǘǊŜ ŀ ƪŞǘ ǊƻǳǘŜǊ ƪǀȊǀǘǘΣ 
ŀƳŜƴƴȅƛōŜƴ ŦŜƭŞǇǸƭǘ ŀ ŘƛƴŀƳƛƪǳǎ ǘǳƴƴŜƭΦ Iŀ ƴƛƴŎǎ ŘƛƴŀƳƛƪǳǎ ǘǳƴƴŜƭ ŦŜƭŞǇǸƭǾŜΣ ŀƳƝƎ ŦŜƭŞǇǸƭΣ ŀ Ƙǳō-on 
ƪŜǊŜǎȊǘǸƭ Ƨǳǘƴŀƪ Ŝƭ ŀ ŎǎƻƳŀƎƻƪ ŀ ǊŜŘн ǊƻǳǘŜǊ-re. (A ƭŜƴǘƛ łōǊłƴ ƭłǘƘŀǘƽ ƘƻƎȅ ŀȊ L/at ŎǎƻƳŀƎƻƪ 
ǘƛǘƪƻǎƝǘǾŀΣ Şǎ ŘƛǊŜƪǘbe jutnak el a 87.229.30.253 ŎƝƳǊǃƭ ŀ 87.229.25.253 ŎƝƳǊŜ ) 
 



 
 

III.  +ÏÎËÌĭÚÉĕ 
!Ȋ  LΦ Ǉƻƴǘōŀƴ ƭŜƝǊǘ ǇǊƻōƭŞƳłƪǊŀ ŀ ǘŜǎȊǘŜƪ ŀƭŀǇƧłƴ ƳŜƎƻƭŘłǎǘ ƴȅǵƧǘ ŀ D9¢±tbΥ 

 Lt ŦŜƧƭŞŎ ƳŜƎǃǊȊŞǎŜΣ ŀƭŀƎǵǘ ƴŞƭƪǸƭƛ Lt{9/ ƳŜƎƻƭŘłǎ: 

o 5ƛǊŜƪǘ ƪƻƳƳǳƴƛƪłŎƛƽ 

o vƻ{ ŀƭƪŀƭƳŀȊłǎŀ 

o Native routing, nem overlay 

o 9ƎȅǎȊŜǊǼ ƪƻƴŦƛƎǳǊłŎƛƽ 

o CŀƛƭƻǾŜǊ ƳŜƎƻƭŘłǎ όǊŜŘǳƴŘłƴǎ ƪǳƭŎǎǎȊŜǊǾŜǊŜƪύ 

 YǀȊǇƻƴǘƛ ƳŜƴŜŘȊǎƳŜƴǘ 

o Ipsec policy download 

 DMVPN-Ŝƭ ŀƭƪŀƭƳŀȊǾŀ Ǉǳōƭƛƪǳǎ ŎƝƳ ǘŀǊǘƻƳłƴȅ ŦŜƭŜǘǘ ƛǎ ŀƭƪŀƭƳŀȊƘŀǘƽ, ezzel azonban 

bonyolultabb leǎȊ ŀ ƪƻƴŦƛƎǳǊłŎƛƽΣ ŀ ƳŜƎƻƭŘłǎ ǎƪłƭłȊƘŀǘƽΦ 

IV. &ÅÌÈÁÓÚÎÜÌÔ )ÒÏÄÁÌÏÍ 
- Cisco Expo 2004 -  #Ŏǎ DȅǀǊƎȅ ŜƭǃŀŘłǎŀ 

- Implementing Group Domain of Interpretation in a Dynamic Multipoint VPN 

- Cisco ECT-Based Group Encrypted Transport VPN 

- Cisco Networkers 2008: BRKSEC-3006.pdf, BRKSEC-3008.pdf, BRKSEC-2007.pdf ŜƭǃŀŘłǎƻƪ 

- Hardware-Routers-General-Cisco GET (Group Encrypted Transport) VPN Technical 

Overview.pdf 

- CCIE Professional Development Series Network Security Technologies and Solutions 

V. -ÅÌÌïËÌÅÔÅË 
! ƪƻƴŦƛƎǳǊłŎƛƽƪΥ 
P router: 
upgrade fpd auto 
version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
 
hostname P 

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6660/ps6811/prod_white_paper0900aecd804c363f.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6660/ps6811/prod_white_paper0900aecd805cc40d.html

